IIpunoxenue
k npukazy MBZIOVY «/lerckuii cag Ne 70»
oT «07» cents6psa 2017 r. Ne 117
HOJIO’KEHHUE
00 opraHmu3aIuy 1 MPOBEICHUH paboT MO 0OecreueHN0 0€30aCHOCTH KOH(PUICHIIUATHHON
nHGOpPMAIIUY TIPU €€ aBTOMATU3UPOBAHHOI 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaxX
MBJIOY «Jletckuii cam Ne 70».

TepMHHLI, onpeacjacHusi, COKpamcHus

AJIMMHUCTPATOP 3alMThI (0e30macHocTH) HHPOPMAMH — JIUIIO, OTBETCTBEHHOE 3a 3amuTy AC
OT HECAHKIIMOHUPOBAHHOI'0 JIOCTYIa K HH(pOpMAIHH,

AlIl — AOOHeHTCKHMI MYHKT - aBTOMaTU3UPOBaHHAas cucTema, nojxkitodaeMas k Cetu ¢
MTOMOIIBI0 KOMMYHHKAI[MOHHOTO 00OpYJOBaHMS M IpelHa3HayeHHasl 11 paboThl abOHEHTa
Ceru;

APM — ABToMartu3upoBaHHOE padodee MECTO - MPOrpPaMMHO-TEXHUUYECKUN KOMILIEKC,
MIpeAHA3HAYEHHBIN JJI1 aBTOMATHU3alMH IEATEIIbHOCTH ONPEEICHHOTO BUA;

BTCC — Benomorare/ibHble TeXHHYECKHE CPEICTBA M CHCTEMbI - TCXHUYECKHE CPEICTBA W
CHCTEMBbI, HEe IpeAHa3HauYeHHbIEe IS Mepenadn, o0padoTKU M XpaHEHHs KOH(pHUACHIINATBHOW HH(pOpManuy,
pasMelaeMbple COBMECTHO C OCHOBHBIMH TEXHHYECKUMH CPEACTBAMH M CHCTEMaM{ WM B 3aIIUIIAEMBIX

MOMENICHUSX

HNudopmaumnonnbie ceTH o01ero M0JIb30BAHUS — BBIYUCIIUTEIBHBIE
(mH(bOPMAITMOHHO-TEJIEKOMMYHUKAIIMOHHBIE) CETH, OTKPBITBIE JUIS TIOJIb30BAaHUS BCEM
¢bu3NyecKUM U IOPUIUYECKHM JIMIAM, B YCIYrax KOTOPBIX STHM JIHMIIaM HE MOXET ObITh
OTKa3aHo;

HUC — UndopmanmoHHasi cUCTeMa - COBOKYNMHOCTh COJIepKaiencs B 0a3ax JaHHBIX
nHpopManuu u obOecrmeunBaroOnuX e 00paboTKy HWH(POPMAIMOHHBIX TEXHOJOTHA W
TEXHUYECKUX CPEJICTB;

KU — KonduaenuuaabHas uHpopmanus - vHGOpMaIis ¢ OTpaHUICHHBIM TOCTYIIOM,
HE cojeprKalias CBEICHHI, COCTaBISAIOIIUX TOCYJAapCTBEHHYIO TaiiHy, JOCTYH K KOTOPOH
OTPaHUYMBAETCS B COOTBETCTBUU C 3aKOHOAATEeNbCTBOM Poccuiickoit @eneparui;

KpunrocpeacrBo — mudpoBabHOE (kpunTorpaduyeckoe) CPEICTBO,
MpelHa3HaYeHHOe JJIsl 3allUThl MHGOpMaluu, HE cojepiKalleld CBEIEeHUM, COCTaBIISIOLIUX
rocy/lapCTBEHHYIO TaliHY;

JIBC — JlokajbHasi BBIYMCJIAUTEIbHAS CeTh - COBOKYITHOCTh OCHOBHBIX TEXHUUYECKUX
CPEICTB U CHUCTEM, OCYILIECTBISIONIMX OOMEH HH(OpMaIHel MexIy co0oi W ¢ APYyrumMu
nHOpPMALlMOHHBIMU cucTeMamu, B ToM umcie c¢ JIBC, uyepe3 ompenencHHbIE TOUYKH
BXO0/1a/BbIX0Ja UH(OpPMAILINU, KOTOpBIE ABIsI0TCS Tpanutieit JIBC;

MD — MexceTeBoii J3KpaH - 3TO JOKaJbHOE (OJHOKOMIIOHEHTHOE)  HIIU
(GYHKIIMOHATBHO — paclpefeNiecHHOe MporpaMMHOE  (MpOrpaMMHO-alMapaTHOE) —CPEICTBO
(xomrmiekc), peanusymoliee KOHTpPOJIb  3a uHpopMaIuen, MOCTYHAOLIEH B

aBTOMATU3UPOBAHHYIO (MH(GOPMALIMOHHYIO) CUCTEMY U (WUJIH) BBIXOSIIEH U3 HeE;

HI'M/I — mopTaTUBHbBI CMEHHBIM HOCUTENb HH(OPMAIMK, UCIONb3YeMbIH Ui
MHOTOKpPATHOM 3allMCH U XpaHeHMs JaHHbIX. [IpeacTaBnser co6oil MOMEEHHBINA B 3aLIUTHBIH
IUTACTUKOBBIN KOPITYC TUCK, MMOKPBITBIN ()eppOMArHUTHBIM CIOEM;

H)KM/I — 3anomuHatoliee  ycTpoicTBO  (YCTpOHCTBO — XpaHEHHUS  MH(DOPMALIUH)
IIPOU3BOJILHOTO J0CTYIIA, OCHOBAHHOE Ha IIPUHIIUIIE MATHUTHON 3aIIUCH;

HC/I - HecanknMOHMPOBAaHHBIN JOCTYN - JOCTYN K MH(pOPMAIMM WIH JCUCTBUS C
uHpopMalnuei, Hapylaroe MpaBuia pasrpaHUYeHUs JOCTYNA ¢ UCIOJIb30BaHNUEM IITAaTHBIX
cpeacts, npeaoctasisgeMbix CBT i aBToMaTH3upoBaHHOHN (MH(OPMAIIMOHHOM) CUCTEMBI;

O0padoTka mH(poOpManMM - COBOKYIHOCTb oOmepanuil cOopa, HaKOIUIEHHs, BBOJa-
BBIBOJIA, pHEMa-TIepeIayut, 3alicy, XpaHEH!s], perUCTPaLluK, YHUUTOXKEHHUs1, IPpeoOpa3oBaHus U
0TOOpa)KeHUs, OCYILIECTBIIIEMBIX HaJ HH(pOpMaIIHeH;
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OnTuyeckuii auck — coOuparenbHOe Ha3BaHME Ui HOCUTENed wuH(opMauy,
BBIIIOJIHEHHBIX B BHJE JUCKOB, UYTEHUE C KOTOPBIX BEIAETCS C IOMOIIBIO ONTHYECKOIO
U3JIy4EHUSs;

OTCC - OcHOBHbIE TEXHHYECKHE CPEACTBA M CHCTEMbI - TEXHUYECKUE CPEJICTBA U
CUCTEMBI, a TAKK€ MX KOMMYHUKALIUU, UCIIOJIb3yeMbIe A1 0OpabOTKU, XpaHEHMsI U Iepelaun
KOH(UISHIINATBFHON HHPOPMAIIH;

1O — IlporpammHoe o0ecnieyeHne - COBOKYITHOCTb IIPOrpaMM Ha HOCHUTEINSIX JaHHBIX
U TPOTPAMMHBIX JIOKYMEHTOB, MpPEIHA3HAYCHHBIX IS OTIAAKH, (YHKIMOHUPOBAHUS W
MIPOBEPKH PAOOTOCTIOCOOHOCTH aBTOMATU3UPOBAHHOM (MH(POPMAITMOHHON) CHCTEMBI,

C31 or HCIA-Cucrema 3amurbl uHpopmauumum ot HCJ - kommekc
OpPraHU3alMOHHBIX MEP W MPOrPAaMMHO-TEXHHYECKHX (B TOM YHCIE KPHUNTOTPa(QUIECKUX)
CpPENCTB 3aIINATHI oT HECAHKIIMOHWPOBAHHOTO JocTyna K UHPOPMALIUU

(HECaHKIIMOHUPOBAHHBIX JEUCTBMM € HeW) B aBTOMAaTU3UPOBAHHOW (MH(POPMAIIMOHHOI)
CUCTEME;

CBT - CpeacrBa BBIYMCIUTENbHONH TEXHHKH - COBOKYIHOCTh NPOTPaMMHBIX H
TEXHUYECKUX JJIEMEHTOB CHUCTEM O00padOTKM MJaHHBIX, CIOCOOHBIX (PYHKIMOHHPOBATH
CaMOCTOSITENILHO WJIM B COCTaBE JAPYIMX CUCTEM;

®djemI-HAKONMUTE/Ib — 3alIOMUHAIONIEE  YCTPOMCTBO, KCIMOJB3YyIOLIEE B  KauecTBE
HOCHTENISl AJIEKTPUUYECKH CTHPAEMYIO MEepernporpaMMHUPYyEMYIO SHEPrOHE3aBUCUMYIO MaMSITh U
MOAKIIIOYAaEMOE K KOMITBIOTEPY

®CTIK Poccnu — DenepanbHas ciykba o TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
Poccuiickoit denepanuy;

®DCBb Poccun — Oenepanpras ciryxba 6e3omacnoctu Poccuiickoii denepanum.

1. O61ue moJI0KeHUus

1.1. Tlonoxxeane «OO opraHu3anyl W TMPOBEACHUU pabOT 10 00ECIICUCHUIO
0e30macHOCTH KOH(UIACHIIMATLHOW MH(POPMAIMKA TIPU €€ aBTOMATHU3UPOBAHHON 00paboTKe B
nHpopmanmonueix cucremax» MBIOY «Jlerckuit cam Ne 70» (manee — Ilonoxenue)
pa3paboTaHO B HEIAX oOecredeHus: 0€30MacHOCTH KOH(UIEHIINATLHON MH(POPMAIIUU TIPH €€
00paboTke B MH()OPMAITMOHHBIX CUCTEMAX.

1.2. Tlonoxxenue onpeaemnser

MOpsIIOK  paboThl mepcoHana B 4acTu obecriedenust Oe3omacHoct KW mpu ee
obpabotke B HMC, mopsaok pa3OuparenbcTBa U COCTaBICHHUS 3aKIOYeHH 10 (akTtam
HecoOmofeHust yciaoBuil xpaHeHus: Hocuteneil ¢ KW, mopsanok uHCHosib30BaHUS CpEACTB
3amUTel UHPOPMAIMK U MPHUHITHE MEp IO MPEeIOTBPALICHUI0 BO3MOXHBIX OMACHBIX
MOCJICJICTBUM, TMOPSAOK MpUOCTaHOBKM TmpenoctaBieHuss KW B ciyuae oOHapyxeHUS
HapYIICHUI MOPAIKa UX MPeJoCTaBIeHHs, MOPSIOK 00yUeHHs MepcoHaa MpakTUKe padoThl B
MH(OPMALIMOHHBIX CHCTEMax, MOPSIOK IPOBEPKH HIIEKTPOHHOTO >KypHala oOpalieHuil K
MH(OPMALIMOHHBIM CHCTEMaM, MOPSIOK KOHTPOJIS COOMIOJCHHS] YCIOBUN HCIIOJIBb30BAHUS
CPEICTB 3aluThl WH(OPMALMU, NPEAYCMOTPEHHBIE SKCIUTyaTAllHOHHOW M TEXHHUYECKOU
JOKyMEHTAIMel, TpaBuiia OOHOBIEHUS OOIIECUCTEMHOTO M MPUKIATHOTO MPOTPaMMHOIO
obecrnieueHus, MpaBuiia OpraHu3ali aHTUBUPYCHOM 3aIIUTHI U TAPOIBHOMN 3aIUTHI, MOPSIOK
OXpaHbI U JIOMYCKa MOCTOPOHHUX JIUI] B 3aIIUIIAEMbIEe TTOMEII[CHUSI.

1.3.1lpu o6Gecneuenun OezonmacHoctu KW B HHQOpPMAIMOHHBIX CHCTEMax C
HCIOJIb30BAaHMEM KPUNTOTpaUUEcCKuX CpeACTB 3alluThl HH(OpPMAKMKU BCE COTPYIAHHKHU
MBJIOY «/[letckuii cax Ne 70» 00s13aHbI BHIOTHATH TPEOOBaHMS, H3I0KEHHbBIE B TOKYMEHTaX:
«TumnoBsie TpeOOBAHUS MO OPraHU3AINH U 00eCTIeYeHHIO () YHKITHOHUPOBAHUS MU ()POBATBEHBIX
(kpunrorpadyecKux) CpeACTB, MPEAHA3HAUYEHHBIX s 3alUThl WHGOpMAIUH, HE
colepKalieil CBElIGHWH, COCTaBISIONIMX TOCYAAPCTBEHHYIO TaliHy, B ClIy4ae HX
WCIIOJIb30BaHUs sl oOecrieueHus: 6€30MacHOCTH MEePCOHANBHBIX IaHHBIX MPU X 00pabOTKe B
WHGOPMAIIMOHHBIX CUCTeMaXx nepcoHalbHbIX JaHHBIX» (DCBH Poccun, Ne 149/6/6-622, 2008),
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npukaz ®Cb Poccun ot 10 urons 2014 r. N 378 «O0 yrBepxkaenuun CocraBa U coAepKaHUs
OpPraHU3allMOHHBIX W TEXHUYECKHX Mep M0 oOecrneyeHut0 Oe30MacHOCTH MEePCOHAIBHBIX
JaHHBIX TpU UX 00paboTKe B HMHPOPMALMOHHBIX CHUCTEMAax IEPCOHANBHBIX MaHHBIX C
WCTOJb30BAHUEM CPEICTB KPUNTOTrpaguyuecKor 3amuThl HH(pOpMaIu, HEOOXOIMMBIX JUIS
BBITIOJIHEHUST ycTaHOBIEHHbIX [IpaButensctBoM Poccuiickoit ®denepanmu TpeboBaHuid K
3alUTe MEPCOHAIBHBIX JAHHBIX Ui KaXKJOr0 U3 YPOBHEHN 3alIUIIEHHOCTH.

2. llopsiok padoTsl mepcoHana B yacTu odecneyenusi 6ezonacHoctu KU npu ee
oopadotrke B UC.

2.1. Hacrosmmii MOPSIOK OMpeeisieT JCUCTBUS TEpPCOHana B YacTH OOECTICUCHUs
6e3onacuoctu KU npu ee o6padotke B C.

2.2. lonyck Tmojb30BaTeNell Ui pabdOThl HAa KOMITBIOTEpAX OCYIIECTBISETCS Ha
OCHOBAaHUM IMpHKa3a, KOTOopblil m3naercs pykooautenemM MBJIOY «/lerckuit cag Ne 70»
(mamee pyKOBOJMTENb), U B COOTBETCTBHH CO CIIMCKOM JIWII, JomylieHHbIX K padore B UC. C
1enblo 00ecredyeHrs OTBETCTBEHHOCTH 3@ BEJICHHE, HOPMajbHOE (DYHKIHMOHHPOBAHUE H
KOHTpOJb paboThl cpeAcTB 3amuThl HHPopMmanuu B WC pykoBoauTeneM HazHayaeTcs
aJIMUHHCTPATOp 0€30MaCHOCTH; C LENbI0 KOHTPOJISI BBHITIOJHEHUS! HEOOXOIMMBIX MEPOTIPUSTUN
1o obecreyeHnto 6€30MacHOCTH OTBETCTBEHHBIH 3a 3alIUTy HUHQOpMAIHH;

2.3. [lomp30BaTens MMEET MPaBO B OTBEICHHOE €My BpEMs pelIaTh IMOCTaBJICHHBIC
3aJlayd B COOTBETCTBHHM C IOJHOMOuMsAMH Jjoctyna Kk pecypcam HWC. IlomHomMoums
nosib3oBareneil kK HMHQOPMAIMOHHBIM pecypcaM OIpeNeNsloTcCs B MaTpulle JOCTyIa,
yTBepKaaeMoil pykoBoauteneM. [Ipu stom ans xpaneHuss uHopmanuu, conepxamein KU,
paspenaercs UCIoJIb30BaTh TOJIBKO MALIMHHbBIE HOCUTENIN HHPOPMaLUK, yuTeHHbIe B XKypHaie
ydeTa MalllMHHBIX HOCUTEIEH.

2.4. Ilomp30BaTenb HECET OTBETCTBEHHOCTh 3a IPABWIIBHOCTh BKJIIOYEHHA H
BBIKJIIOYCHHSI CPEACTB BBIYMCIIMTENBHON TEXHHUKH, BXOJA B CHCTEMY M BCE IEHCTBHUSA IIPU
pabore B 1C.

2.5. Bxoq mosib30BaTens B CUCTEMY MOKET OCYHIECTBISTBHCS IO BBIIaBAEMOMY €MY
3JIEKTPOHHOMY UAECHTU(DHUKATOPY WU 0 IEPCOHAILHOMY MapOIIIO.

2.6. 3ammucey undopmaruu, coaepxanieii KM, Moxer, ocyiecTBiseTcsi moib30BaTeIeM
Ha ChEMHbIE MalMHHBIE HOCUTENM HMH(OpPMAIMU, COOTBETCTBYIOLIMM O0pa3oM YyYTEHHbIE B
KypHane ydyeta MalllUHHBIX HOCUTEJICH.

2.7. Ilpu pabote cO ChbeMHBIMU MAIIMHHBIMU HOCUTEISIMH HH(OpPMALUU T0JIb30BATEINb
KaX/Iblil pa3 mepea HadaioM paboThl 00sf3aH NPOBEPUTh MX HA OTCYTCTBHE BHPYCOB C
HCII0JIb30BAHNEM IITATHBIX AHTUBUPYCHBIX IIPOIPaMM, YCTaHOBJIEHHBIX Ha KoMmbrotepax MC.
B cnydae oOHapyxeHHMs BHMPYCOB II0JIb30BaTelb O00s3aH HEMEAJIEHHO MPEKPaTUTh HX
UCIOJb30BAHUE U JCHCTBOBATh B COOTBETCTBUM € TpeOoBaHUsIMHU AaHHOTO [TomoxeHus.

2.8. Kaxnplii COTpyIHHMK, Y4YacTBYIOLUIMM B pamMKax CBOUX (YHKIHMOHAJIBHBIX
oOsi3aHHOCTEl B mpoleccax aBTOMAaTU3MpOBaHHON oOpaboTku KW u umerommii poctyn K
anmapaTHbIM CpeJICTBaM, MPOrpaMMHOMY obecnieueHuto U JaHHbIM VIC, HeceT nepcoHaibHYO
OTBETCTBEHHOCTb 32 CBOU JACUCTBHS U 00s13aH:!

—cTporo coOmoojaTh  yCTAaHOBJIEHHbIE MpaBuja oOecreyeHuss 0e30IacHOCTH
uHbopMaluu Ipu padboTe ¢ MPOrpaMMHBIMU M TeXHUYEeCKUMU cpeacTBamu UC;

—3HaTh U CTPOTO BBINOJHATH MpaBUia pabOTHl CO CPEACTBAMU 3aIUTHI MH(OpPMAIHH,
YCTaHOBJIEHHBIMHU Ha KoMnbroTepax 1C;

— XpaHUTh B TailHe cBOM maposib (maposin). B cooTBercTBUM C TpeGOBaHUSMU
ITonoxeHus U ¢ yCTaHOBJIEHHOM NEPUOJIUYHOCTBIO MEHITH CBOM MapoJib (IIapoJIn);

— XpaHUTh  YCTAaHOBJIEHHBIM  TIOPSAKOM  CBOE€  HMHJIWBHUIYaJIbHOE  YCTPOMCTBO
uAeHTUUKAIMY (KITI0Y) U Jpyrue peKBU3UTHI B celie (MeTaTnueckoM mkady);

— BBINIOJIHATH MIPaBUJIa AaHTUBUPYCHOM 3aLIUTHI B TOJTHOM 00beME;
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— HEMEIJICHHO M3BECTUTh OTBETCTBEHHOTO 3a 3amMTy HWHPOpMaumuu U (WUIIH)
aIMUHHUCTpaTopa HMHGOPMAIMOHHON OE30MaCHOCTH B Cllyyae yTEpU HHIUBUAYATHHOTO
yCTpoicTBa UAeHTH(PUKAINHU (KITI0Ya) WU TPU MOJ03PEHIH KOMITPOMETAIUH JINYHBIX KITIOUYeH
Y MapoJiei, a TakKe Ipu 0OHapYKEHUU:

a) HApYIIEHUH LEJIOCTHOCTH IUIOMO (HaKieeK, HapylIIeHHMM WM HECOOTBETCTBUU
HOMEpOB Ieyareil) Ha cocTaBistomux y3nax u 6mokax CBT unu unHbIX akToB cCOBEpileHUS B
€ro OTCYTCTBHE MONBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYNA K AaHHBIM 3amuiiaeMbiM CBT;

0) HECAaHKIIMOHUPOBAHHBIX (ITPOU3BEACHHBIX C HAPYIIEHUEM YCTAaHOBJICHHOTO MOPSIIKA)
M3MEHEHUN B KOH(QUTYpallly IPOrpaMMHBIX WM annapatHeix cpeacts UC;

B) OTKJIOHEHH B HOPMaJbHOW pPadOTE€ CHCTEMHBIX M NPUKIAIHBIX MPOrPaMMHBIX
cpenctB, 3arpyassitomux oskciyatanuio CBT, BbIxoga uM3 CTposi WIM HEYCTOWYHMBOTO
¢byukuronuposanus y3i108 CBT unu nepudepuiiubix ycTpoicTB (CKaHepa, IpUHTepa U T.11.), a
TaKkke nepedoeB B CUCTEME AIIEKTPOCHA0KEHMUS,

') HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBJIEHHBIX Ha KOMIBIOTEPHl TEXHUUYECKUX
CPEICTB 3aIUTHI;

1) HETIPE1yCMOTPEHHBIX OTBOJIOB Kabesel 1 MOJKII0UEHHBIX YCTPOUCTB.

2.9. [Tomp30BaTENIO KATETOPHYESCKH 3aIPEIIaeTC s

— UCTOJIb30BaTh KOMIIOHEHTHl MPOrpaMMHOrO U ammapaTHoro obecreyenus [IDBM B
HECITY)KEOHBIX LETISX;

— CaMOBOJIBHO BHOCHUTH Kakue-ITM00 HW3MEHEHUS B KOH(UIypaluio armapaTHo-
nporpaMMHbIX cpeactB MC win ycTaHaBIuBaTh JIOMOJHUTENBHO JIIOObIE HMPOTpaMMHBIE U
anmapaTHble CpeJCTBA, HE MPEIyCMOTPEHHbIE apXUBOM JUCTPUOYTUBOB YCTAHOBJIEHHOTO
MIPOTPaMMHOTO 00€CTICUeHNS,

— ocymiecTBIATh 00paboTky KM B mpHCYyTCTBMM TOCTOPOHHHUX (HE MOMYIIEHHBIX K
JTaHHOUM MH(GOPMAITUH) JTUIL;

— 3aMKUCBIBaTh M XpaHUTh KOH(PHIACHIMATBbHYIO WHPOPMALIHUIO (COAEPIKAITYIO CBEICHUS
OTPAaHUYEHHOTO PACIPOCTPAaHEHHs) HAa HEYYTEHHBIX MAIIMHHBIX HOCHUTENAX HWH(GOpMaluuu
(ruOKMX MarHUTHBIX TUCKAX U T.11.);

— OCTaBJISITh BKIIIOYEHHBIM 0O€3 MPUCMOTpa KOMIBIOTEP, HE aKTHUBU3UPOBAB CPEACTBA
3amuTel oT HCJI (BpeMeHHy10 OJI0OKMPOBKY 3KpaHa U KJIaBUATYpPhl);

— OCTaBJIATH 0€3 JIMYHOTO MPUCMOTpa Ha paboueM mMecTe WK rae Obl TO HU OBLJIO CBOE
MePCOHANIBHOE YCTPOMCTBO HWIACHTU(PUKAIIMM, MAIIMHHbIE HOCUTEIM U  PaclevyaTKH,
coJieprKallue 3aluniaemMyro nHopmanuio (CBeIeHHUs] OTPaHUYEHHOTO PACIIPOCTPAHEHHUS);

— YMBIIIJICHHO  HMCMOJIb30BaTh HEJIOKYMEHTUPOBaHHbIE CBOWCTBA U OHIMOKH B
MIPOrpaMMHOM 00€CTIeYeHUH WM B HACTPOMKAX CPEACTB 3aIlUThl, KOTOPbIE MOTYT IIPUBECTU K
BO3HMKHOBEHHUIO KPU3UCHOHN CUTYaIHH;

—pa3memats cpenctBa MC Tak, 4YTOOBl C HHX CYIIECTBOBalIa BO3MOXKHOCTb
BHU3YaJIbHOTO CYNTHIBaHUS HH(GOPMAIIUH.

2.9. AamunuctpaTop Oe3omacHOCTH (a2 MpU €ro OTCYTCTBUM — OTBETCTBEHHBINM 3a
3amuTy nHpOpMalun) 00s3aH:

—3HaTh COCTaB OCHOBHBIX M BCIIOMOTATENIbHBIX TEXHUYECKMX CHCTEM M CPEICTB
YCTaHOBJIEHHBIX M CMOHTHUpOBaHHBIX B HC, mnepedeHb HCIOJIB3YyEMOTO MPOTPAMMHOIO
oOecmieuenns B UC;

— KOHTPOJIUPOBATh  LEJIOCTHOCTh Mevared (iomMO, 3alIMTHBIX HAaKJIeeK) Ha
nepugepuitnoMm obopynoBanuy, 3amumeHHsix CBT u npyrux ycrpoiictpax;

— MPOU3BOJUTH HEOOXOJIUMBbIE HACTPOMKU TOACUCTEMBI YIPABICHUS JOCTYIIOM
ycraHoBieHHbIX B IC C3U ot HC/I 1 conpoBoXaaTh UX B MPOLIECCE IKCIUTYaTallMH, IIPH 3TOM:

— pean30BBIBATH MOJTHOMOYHS JOCTYNA (YTEHHUE, 3aMUCh) JUI KaX/I0TO MOJIb30BaTENs K
SJIEMEHTaM 3alllUIaeMbIX HMH(QOPMALMOHHBIX pecypcoB ((aiiimaM, karanoram, NpUHTEPY MU
T.1.);

— BBOJUTH onrcanus noss3oBateneii IC B nunpopmannonnyro 6azy C3U ot HCJL;
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— CBOCBPEMEHHO YNaJsATh OIMHCAaHUs ToJib3oBarened w3 0a3bl ganHeix C3U mpu
M3MEHEHHH CIHCKA JOIMYIICHHBIX K paboTe JIUI;

— KOHTpPOJIUPOBAaTh JIOCTYI JIMI] B IIOMEIIEHUE B COOTBETCTBUM CO CIHMCKOM
COTPYZIHHUKOB, JIOMYILICHHBIX K padote B UC;

— IIPOBOJIUTH MHCTPYKTaXX COTPYAHUKOB - I0JIb30BATEICH KOMIBIOTEPOB IO MpaBUIaM
paboTHI C UCTIOIB3YEMBIMU TEXHHUECKIMH CPEJICTBAMU M CHCTEMaMH 3aIllUThl HHPOPMALIUH;

— KOHTPOJIUPOBATh CBOEBPEMEHHOE (HE pexe deM oauH pa3 B TedeHue 90 mHeit)
IIPOBEJIEHUE CMEHBI IapoJiel JJis JOCTyIa M0JIb30BaTenel K koMmnbpiorepam U pecypcam UC;

— obecreunBaTh MOCTOSIHHBIM KOHTPOJIb BBIIIOJHEHUS COTPYAHUKAMHU YCTAaHOBIICHHOTO
KOMIUIEKCa MEPOTIPUATHH 10 obecnieueHuto 6ezonacnoctu nHGpopmanuu B UC;

— OCYILECTBJISATh KOHTPOJb IOPSAJKAa CO3JaHHUS, y4YeTa, XPAaHEHHS U HCII0JIb30BAHUS
PE3EepBHBIX U apXUBHBIX KO MaCCUBOB JaHHBIX;

— HacTpauBaTh M CONPOBOXIATh IOJCUCTEMBl PETUCTpAallUd U Yyd4eTra JAeUCTBUHI
nojp3oBareneit npu padore B 1C;

—BBOJUTh B 0azy gaHHbIX C3M OT HECAaHKIIMOHUPOBAHHOTO JOCTyNa OMHCAHUS
COOBITHI, TIOJUIEKAIINX PETUCTPALIUU B CUCTEMHOM >KypHAJIE;

— OPOBOJAWUTH  aHaJIM3  CHUCTEMHOTO  JKypHajlla Uil  BBISABIEHUS  IOIBITOK
HECAaHKI[MOHUPOBAHHOIO JIOCTYIA K 3aIIUIIAEMbIM pECypcaM He pexxe 0HOTo pasa B 10 qHel;

— OpraHM30BbIBaTh Me4aTh (ailyioB MoJb30BaTeleld Ha NPUHTEPE U OCYIIECTBIIATH
KOHTPOJIb COOJIOZCHMS] YCTAaHOBJEHHBIX MpaBWJI M MapaMeTpoB perucTpalvv M ydera
OymaxkHbIX HocuTeneil nHdopmanuu. ConpoBOXAaTh MOJCUCTEMbI 00€CIIEYeHUsI 11ET0CTHOCTU
unpopmanuu B UC;

—nepuoanuecku TectupoBath (pyHkuuum C3U or HCJl, ocobeHHO mpu M3MEHEHUU
MPOrPAaMMHOM CpPeJIbl M TOJTHOMOYUM UCTIOJTHUTENEH;

— BOCCTaHaBJIMBaTh MPOTPaMMHYIO Cpelly, MporpaMMHbIe cpeAcTBa U HacTpoiiku C3U
pu cOO0SIX;

—Bectd aBe Komuu mporpaMMmubiXx cpeactB C3M ot HCJI w1 KOHTpOJHUpOBATH HMX
paboTOCIOCOOHOCTS;

— KOHTPOJIUPOBATh OTCYTCTBHE HA MAarHUTHBIX HOCUTENSX OCTATOYHON MH(OpPMaLIUU IO
OKOHYAHUU pabOTHI [0JIb30BATENEH;

— IepUONYECKU OOHOBIISITh AHTUBUPYCHBIE cpeicTBa (0a3bl JaHHBIX), KOHTPOJIUPOBATH
coOnrofieHre  MOJB30BATEeNIIMU  MOPSIOK U TMpaBWila MPOBEACHHUS  AHTUBHPYCHOTO
TECTUPOBAHUS:

— IPOBOJAUTH PabOTy IO BBISIBJICHHUIO BO3MOXHBIX KaHAJIOB BMEIIATENIbCTBA B MPOIIECC
¢byukuuonuposanus MIC u ocyiecTBieHUs HECAHKIIMOHUPOBAHHOIO OCTYIa K HH(OpMAaIK U
TEXHUYECKUM CPEACTBAM BBIUYUCIUTEIBHON TEXHUKH;

— COIMPOBOXAATh MOJACHUCTEMY 3alUThl MHQOpPMALUU OT YTEUKH 32 CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX U3IYYEHHH M HaBOJOK, KOHTPOJIUPOBATh coOirofeHue TpeOoBaHUi MO
Pa3MEIIEeHHIO U UCII0JIb30BaHUIO TexHUUeckux cpeacts MC;

— KOHTPOJIUPOBaTh  COOTBETCTBHUE  JIOKYMEHTAJIbHO  YTBEP)KJIEHHOI'O  COCTaBa
anmapatHoi u mporpamMMHoil yactu VC peanbHbIM KOH(UTypalnusM, BECTH Y4eT W3MEHEHH
anmnapaTHO-MPOTrPaMMHON KOH(PUTypaIuy;

— obecreunBaTh CTPOrO€ BBIMOJHEHHE TPeOOBaHUI MO oOecredyeHuto 0e30IacHOCTH
uH(pOpMAaLIUU TIPH OpPTaHU3alUU TeXHUYeckoro oocnyxkuBanus MC u oTnpaBke ero B peMOHT
(KOHTpONMMPOBATh 3aTUpaHKEe KOH(PHUACHIMATHHOW HH(POPMAIIMM HAa MAarHUTHBIX HOCHUTENAX C
COCTaBJICHUEM COOTBETCTBYIOILIETO aKTa);

— IPUCYTCTBOBATh (Yy4acTBOBaTh) B paboTax MO BHECEHUIO M3MEHEHHUH B ammapaTHO-
nporpaMMHyto KoHpurypanuto 1C;

—BecTH «ydera HemTaTHbIX curyaruii WCII/{H, BbImOmHEHHS MPO(UIAKTHIECKIX
paboT, yCTaHOBKH U MOJM(HUKAIIMU alllapaTHBIX M MPOTPAMMHBIX CPEACTB Ha KOMITBIOTEpaX
WUCII Oa»;
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— IOJIEP)KUBATh YCTAHOBJICHHBIN MOPSIOK NPOBEACHUS AHTUBUPYCHOIO KOHTPOJIS
coriacHo TpeboBaHuii Hacrosimero [lonoxeHuii B ciiydae OTKaza CpPEeICTB U CHUCTEM 3aIHUTHI
nH(bOpMAINY TPUHIUMATH MEPBI IO UX BOCCTAHOBIICHHIO;

— JIOKJIaJpIBaTh OTBETCTBEHHOMY 3a 3alluTy HWH(GOpPMAIMM, OTBETCTBEHHOMY 3a
skcruryaTanuio C o HenpaBOMEpHBIX AEUCTBUSIX M10JIb30BATENEH, IPUBOAALIMX K HAPYLIEHUIO
TpeOOBaHMH MO 3aUTe HH(POPMAIIHH;

—BecTd JokymeHTanuio Ha MC B coOTBETCTBUM € TpeOOBAHUAMU HOPMAaTHBHBIX
JOKYMEHTOB.

2.10. AnmuHHCTpaTOp OE30MAaCHOCTH M OTBETCTBEHHBIM 3a 3alIUTy HWHPOPMALUU
HUMEIOT IIPaBO:

— TpeboBaTh OT COTPYAHUKOB - mnousb3oBareneil WC coOnroaeHus ycTaHOBIIEHHOM
TEXHOJIOTUU O00pabOTKM HHPOpPMAIMM M BBIIOJHEHUS HMHCTPYKIMH 1O 00ecnedyeHuto
6e3omacHoCTH u 3amuTe nHpopmannu B UC;

— UHUIMMPOBATh TPOBEACHUE CIY)KEOHBIX paccleoBaHUNW Mo ¢akTaM HapylIEeHUs
YCTaHOBJIEHHBIX TpeOOBaHMM oOOecreueHus] 3aluThl, HECAaHKIMOHMPOBAHHOIO JOCTYIIA,
yTpartbl, MOAU(UKAIINY, TOPYH 3alIUIIaeMOi HH(OpMAIMK U TEXHUYeCKHX KoMroHeHToB C;

— TpeboBaTh MpekpaimieHuss o0paboTku uHPOpMaUMUM B  Cclydyae HapylleHUs
YCTaHOBJIEHHOTO TOpsAKa paboT WM HapyleHUs (QYHKIMOHUPOBAHUS CPEICTB M CHUCTEM
3alUThl HH(pOpMALIKK;

—y4JacTBOBaThb B aHaJW3€ CHUTYyallMi, Kacaromuxcs (QYHKIMOHUPOBAHUS CPEJCTB
3aluThl HHGOPMALIMU U paccieoBaHus (aKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

3. [Mopsimok  pe3epBUPOBAHUSI M BOCCTAHOBJIEHHSI  PadOTOCNOCOOHOCTH
TeXHUYECKHX CPeACTB M INPOrpaMMHOr0 oolecneyeHusi, 0a3 JaHHBIX, 3alMIIAEMON
uHGoOpMAIIUM U CPEACTB 3aIUTHI HHPOPMALUM.

3.1. HacTtosimuii  mOpsIIOK ~ OmMpeneNsieT  OpPraHu3aldi0  PE3CpPBUPOBAHUS U
BOCCTAHOBJICHUS PaOOTOCTIOCOOHOCTH TEXHUYECKUX CPEJCTB U MPOTPAMMHOTO 00OECIICUeHUs,
0a3 JaHHBIX U CPENICTB 3alIUTHI HHPOPMAIIUH.

3.2. K ucnonp3oBanuto, Uil co3aanus pesepBHoil konuu B MC, nomyckaroTcsi TOJIBKO
3apEruCTPUPOBAHHBIE B KYpHAJE y4yeTa HOCUTEIH.

3.3. AnmuHucTpaTop 0€30macHOCTU 00s3aH OCYILIECTBISATH MEPHOJUUECKOE PE3EPBHOE
KOIMKPOBaHUE KOH(PUACHINATLHOU HH(pOpMaIIUU.

3.4. ExxeHeienbHO, 10 OKOHYAHUIO PAOOTHI ¢ KOH(OUICHIIMATBHBIMU JOKYMEHTaMH Ha
KOMIIBIOTEpE, MOJIb30BATENb, IPU OTCYTCTBUU aIMUHUCTPATOpa, 00s13aH cO3/1aBaTh PE3EPBHYIO
KOIMHUI0 KOH(UICHIMAIBHBIX JOKYMEHTOB Ha 3apeructpupoBaHHbli Hocutenb (HXKM/I,
HI'M/I, onTtuueckue aucku, ¢ueni-HaKONUTeb, APYrHe), CO3/1aBas TEM CaMbIM pPE3epPBHBIM
AIIEKTPOHHBINA apXUB KOH(PUACHIINATBHBIX TIOKYMEHTOB.

3.5. Hocutemn  wrpopmanmu (HXKMJI, HI'MJI, onruueckwe maumcku, ier-
HAKOIUTENb), NpeJHa3HAYCHHbIE JJS CO3/IaHWs  PE3EepPBHOM  KOMUU U XPaHEHUSA
KoH(UIeHIMaTbHON HHQOPMAIMK BBIAAIOTCS YCTAHOBIEHHBIM MOPSAIKOM PYKOBOJIUTEIIEM,
OTBETCTBEHHBIM 3a 3aluTy HWHbopManuu u (Wiu) agMuHUCTpaTtopoM. [lo oKoHUaHUU
MPOLEAYpPhl  PE3EPBHOTO  KOTMHMPOBAHHUS  DIEKTPOHHBIE HOCUTENU  KOH(MUICHIMAIBHOM
nH(MOPMAILIUU CAAOTCS HA XPaHEHHUE aIMUHUCTPATOPy 0€30MaCHOCTH, MIIH PYKOBOJIUTEIO, UITH
OTBETCTBEHHOMY 3a 3alIUTy HHPOPMAIIUH.

3.6. Ilepen  pe3epBHBIM  KOMUPOBAHHWEM  TOJH30BATENb WM  aIMUHHUCTPATOP
6e30macHOCTH 00si3aH MpoBepUTh AMeKTpoHHbIH Hocutens (HXKMJ, HI'MJI, onTtuueckue
JICKH, (IIeII-HAKOMUTENh) Ha OTCYTCTBHUE BUPYCOB.

3.7. daiinpl, MOMeEIIaeMbIe B AJIEKTPOHHBIA apXUB JOJDKHBI B 00s3aT€TFHOM MOPSIKE
MPOXOJUTh aHTUBUPYCHBIN KOHTPOJIb B COOTBETCTBUU C I1. 7 HacTosuero [lonoxenus.

3.8. BampemaeTcsi 3amuch MOCTOPOHHEH WHQOpPMAIMK Ha DJIEKTPOHHBIE HOCHTEIHU
(HXMJI, HTM/I, ontrueckue qucku, (ie-HaKOMUTEb) Pe3ePBHON KOTIHH.
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3.9. [lopsimok co3nanus pe3epBHOM KOTIHH:

— BCTaBUThb B KOMIIBIOTEP 3aperuCTPUPOBAaHHBIM IeKTpoHHBIM Hocutenb (HIKM/,
HI'M/I, ontudeckue AUCKH, (IelI-HaKOMUTEINb) U PE3EPBHOTO KOITMPOBAHUS;

— BBIOpaTh HEOOXOIUMBIN KaTasor ((aiis) s Co3JaHus Pe3epPBHOTO apXHBa;

— TIPH UCTIOJIb30BAaHUM CUCTEM YIIpaBJIeHUs 0a3aMu JaHHBIX HEOOXOIUMO co3AaTh (haiin
C pe3epBHOI KOMUEH 3amumaeMoil HH(GpOPMaIUK ¢ TIOMOIIHIO BCTPOCHHBIX CPEJICTB CHCTEMBI;

— BBITIOJTHUTB MPOIIETYPY CO3IAaHHsI PE3EPBHOM KOIIHH;

— MPOU3BECTH KOMMPOBAHUE HA OTIYKIAAEMBII HOCUTEIIB;

— MPOU3BECTHU OTKIIOUYEHUE OTIYKAAEMOTO HOCHTEINS H, CO3/IaB HEOOXOIMMBIE 3aIHCH B
KypHaiax yopaTb HOCHTENb B XpaHHUJIHIIE.

3.10. XpaneHue OTUYYKAAEMOTO HOCUTENSI C PE3EPBHOM KOMHUEH 3aliumaeMoi
WHPOpPMAIUK OCYIIECTBIISCTCS B CHENUAITBHOM METAUIMYECKOM XPAHMJIMINE COBMECTHO C
KIIIOYEBOU U ayTeHTUUIMpYyIolel nHpopMaueil.

3.11. TIpu BoccTaHOBIEHHH PabOTOCTIOCOOHOCTH IPOTPAMMHOTO OOECTIEYeHHUsI CHavYasa
OCYIIECTBIISICTCS PE3EPBHOE KOMMPOBAHHE 3aIIMIIAEMON WH(MOpMAIMHU, 3aTEM HPOU3BOIUTCS
MOJTHAs ICMHCTAIIISAIINAS HEKOPPEKTHO PabOTAIOIIEro MPOrpaMMHOTO 00€CTIeUeHUS.

3.12. BoccTaHoBJI€HHE TPOTPAMMHOTO OOECHEUeHHsI TPOM3BOJHUTCSA IyTEM €ro
WHCTAJULIMA C  HCIOJIb30BAaHWEM OSTATOHHBIX JIUCTPUOYTHBOB, XpaHEHHE KOTOPBIX
OCYIIECTBIISICTCS aAMHUHUACTPATOPOM OE30MAaCHOCTH B CIIEIIMAIIEHOM XPaHHITHUIIIE.

3.13. Tlpy HEOOXOIMMOCTH pPEMOHTa TEXHUYECKUX CpEJICTB, C HHUX YAAJISIOTCS
OTIeYATHIBAIOIINE TUTOMOBI, W3BIMAIOTCS HOCHTENN KOH(QUACHIMAIBLHOW WHGOpPMAMKA U TIO
COTJIACOBAHUIO C a[IMUHUCTPATOPOM O€30MaCHOCTH, OTBETCTBEHHBIM 32 3aIUTy HH(POpPMAUU 1
MPEJCTaBUTEIIEM OpPTaHMW3allid, TPOBOJMBIIEH AaTTECTAlMI0, OOOPYIOBAaHHE IEepPEeNacTCs B
CEPBUCHBIN IIEHTp MpPOM3BOAUTENsI. PeMOHT HocuTesneil 3amuimaeMol WHpOpMaMu He
nomyckaercs.  HeucmpaBHble  HOCHUTENM ¢ 3aluimaeMor  wHGoOpMarued  momajiexar
YHUUTOKEHHIO B COOTBETCTBUM C TOPAJKOM YHHUTOKEHHMSI HOCHUTENEH 3alluiaeMoi
nHpopmanuu. PaboTa ¢ ncnosib30BaHWEM HEUCIPABHBIX TEXHUYECKUX CPEJICTB 3aIlpeliaeTcs.

3.14. Tlpu pabote Ha KommbrOTepax MC pexkoMeHmyeTCsi HMCIOJIb30BaTh HMCTOYHHKHU
OecriepeOOMHOrO MUTAHUS, C IENIbI0 MPEAOTBPAILEHUS TOBPEKICHHSI TEXHUUECKUX CPEACTB U
(nnn) 3amumiaeMoi nHGopMaluu B pe3yibTrare cOOEB B CETH DJIEKTPOIIUTAHUSL.

3.15. Ilpu BOcCCTaHOBIIGHHH PaOOTOCIIOCOOHOCTH CPEICTB 3alUThl HMH(pOpMaIUK
ClieqyeT BBIMOJIHUTh HMX HACTPOWKY B COOTBETCTBUM C TpeOOBaHUSAMH OE30MMaCHOCTH
nH(pOpMalLlUY, HU3JOKEHHBIMA B TEXHHMYECKOM 3aJaHUM Ha CO3/aHUe CHUCTEMbl 3allUThl
KOH(UIEHIIMATBHBIX JaHHBIX. OnEeHKYy >(QQEeKTUBHOCTH JAHHBIX CPEACTB 3alIUTHl JOJDKEH
BBITIOJIHATH COTPYIHUK OpraHU3alMK, UMEIOIIEH JIMIEH3UIO Ha JeSTeIbHOCTh M0 TEXHUYECKOM
3a1uTe KOH(PUACHIUATBHON HHPOpMAIUH.

3.16. BoccranoBiienue CpeJlICTB 3aLUTHI uHpopmaruu MIPOU3BOAMTCS c
WCIOJIb30BAHUEM JTAJIOHHBIX CEePTHU(PHUIIMPOBAHHBIX TUCTPUOYTUBOB, KOTOpBIE XpPaHATCS B
xpanmwuiie. Ilocne ycnemHoW HACTPOMKH CpeAcTB 3aluThl HUHGOPMAUU HEOOXOAMMO
BBITIOJIHUTH PE3EPBHOE KOMUPOBAHUE HACTPOEK JAHHBIX CPEJCTB C MOMOIIbIO BCTPOCHHBIX B
HUX (PYHKIIMI Ha 3apPETUCTPUPOBAHHBII HOCUTEIT.

3.17. OTBETCTBEHHOCTh 3a MpOBEAEHUE pe3epBHOro komupoBanuss B HWC B
COOTBETCTBUU C TpeboBaHUsSMHU Hacrtosimiero [lonokeHusi Bo3nmaraercs Ha aJMUHHCTpaTopa
0€30IaCHOCTH.

3.18. OTBETCTBEHHOCTh 32  NPOBEIEHHE MEPOIpPUATHH MO  BOCCTAHOBIICHUIO
paboTOCIOCOOHOCTH TEXHUYECKUX CPEICTB M IMPOrpaMMHOro obecredeHus 0a3 JaHHBIX
BO3J1araeTcs Ha aJMMHUCTpATOpa Oe30MaCHOCTH.

3.19. OTBETCTBEHHOCTh 3a MPOBEACHUE MEPOIPUATUN MO BOCCTAHOBIECHHIO CPEJICTB
3aIUThl MH()OPMALIMK BO3JIaraeTcs aIMUHUCTpaTopa 6€30MacCHOCTH.

4. llopsinok  KoHTpoJsi 3amuThl HMHPpopmanuu B MHC u mnpuocTaHOBKH
npegocrapaenusi KU B ciyyae o0HapykeHHs1 HApYIICHHUI NMOPSAKA UX NMPeJOCTABJICHHUS.
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IMopsiaok pa3duparejbLCTBA M COCTABJICHHUS] 3aKJIIYeHHH MO (akTaM HecoOJI0AeHUs
YCJOBMH XPaHEHHUs] HOCHTe/ell KOH(pUIACHUUAIBHBIX AAHHBIX, MCIOJb30BAHHUS CPEACTB
3alIUThl MHGOPMALMM M NPHUHATHE MepP MO NMPeIOTBPAILICHUI0 BO3MOMKHBIX ONMACHBIX
NnocJaeACTBMIA.

4.1. Konrponp 3amutel uHpopmanuu B HC - KoOMIIEKC OpraHU3alMOHHBIX MU
TEXHUYECKUX MEPOIPUATHI, KOTOpPbIE OPraHu3yKOTCS M  OCYILIECTBISIOTCA B  LIEIAX
NPENYNPEXAECHUS U TPECEYCHUs BO3MOXKHOCTU IIOJYYEHHsS] IIOCTOPOHHMMHM JIMLIAMH
OXpaHsSIEMbIX CBEJICHUH, BBISBJICHUS U NPEAOTBPALLEHUS YTEUKH UHPOPMALIUU 110 TEXHUYECKUM
KaHajaM, UCKIIFOUEHHUS! WIHM CYLHIECTBEHHOTO 3aTPyJHEHHUS] HECAHKI[MOHUPOBAHHOIO JOCTYIA K
nHpOpMAINY, XAIICHUS TEXHUYECKUX CPEACTB M HOCHUTENeH MH(popMaImu, MmpenoTBpameHus
CHEIMAIbHBIX ~ MPOTPAMMHO-TEXHMYECKUX  BO3JICHCTBUM,  BbI3BIBAIOLUIMX  HapylIEHUE
XapaKkTepUCTUK  Oe3omacHOCTH  HMHopManmMu  WIK  pabOTOCIOCOOHOCTH  CHUCTEM
nH(pOpPMAaTU3ALINH.

4.2. OCHOBHBIMH 33JJa4aMH KOHTPOJIS SIBJISTFOTCS:

— IIpOBEpPKa OpraHU3allMy BBINOJHEHUS MEPOIpPUITHH TO 3amuTe HHPOpMaIUu B
MOJApA3JCICHUAX OpraHu3aluy, ydera TpeOoBaHMM Mo 3ammTe HMHPOpPMAIMU B
pa3pabaThIBaeMbIX IJIAHOBBIX U PACIOPAIUTEIBHBIX TOKYMEHTAX;

— BBISIBJICHHE JIEMacKUPYIOMIKX Npu3HakoB 00bexToB UC;
— yTO4YHEHHE 30H TMepexBaTa oOpabaTbhiBacMON Ha 00bEKTaX MH(BOpPMALMK, BO3MOXKHBIX KaHAJIOB yTEUYKH HH(OPMAIUH,
HECaHKI[MOHUPOBAHHOT'O JI0CTYyTIa K Helf M MPorpaMMHO-TEXHUUECKHX Bo3ieicTBUil Ha nHdOopMaIuio;

— IIpOBEpPKa BBIMOJIHCHUS YCTAaHOBJICHHBIX HOPM © TpeOOBaHWI 10  3alIuTe
WH(OPMAIIMK OT YTEUYKH 110 TEXHHYECKUM KaHaJlaM, OIICHKA JJOCTATOYHOCTH M 3(PPEeKTHBHOCTH
MEPOTIPHUATHH IO 3aIIuTe HHHOPMAITUH;

— IIpOBEpKa BBHITIOJIHEHHUsT TpeOoBaHui 1o 3amute MC OT HECaHKIMOHMPOBAHHOTO
JIOCTYTIa;

— IpOBEpKa BBIMOJIHEHUs TPeOOBAHUM [0 AHTUBUPYCHOM 3alllUTe aBTOMATU3UPOBAHHBIX
CUCTEM U aBTOMAaTH3MUPOBAHHBIX pabOYUX MECT;

— IpoBepKa 3HaHWM paOOTHMKOB MO BONpOcaM 3alluThl HHGOpPMaUU U UX
COOTBETCTBUS TPEOOBAHUSIM YPOBHS MOJATOTOBKHU I KOHKPETHOTO paboyvero MecTa;

— OMEpaTHUBHOE MPHUHATHE MEpP IO MPECEUCHUI0 HapylIeHUd TpeOoBaHUN (HOPM)
3amuThl nHpopmaruu B UC,;

— pa3paboTKa MPEIOKEHUH 10 YCTpaHEHUIO0 (0CiabJeHUI0) JIEMACKHPYIOUIUX
MPU3HAKOB ¥ TEXHUYECKUX KaHAJIOB YTeUKU MHPOPMALIUU.

4.3. Kontposp 3amurthl UH(GOpPMALUK MPOBOJUTCS C y4ETOM pPEaIbHBIX YCIOBHM IO
BCEM (PU3UYECKHUM IOJISIM, TI0 KOTOPBIM BO3MOYKEH IepexBaT HHPOpMAIUH, IUPKYIUPYIOLIEH B
NC opranuzaimu, OCyIIecTBISE€TCS MO OOBEKTOBOMY MPHUHIIUILY, IPU KOTOPOM Ha OOBEKTE
OJIHOBPEMEHHO MPOBEPAIOTCS BCE BOMPOCHI 3aIuThl HHGopMaluu. [lepeueHs KkaHAIOB yTeUKU
yCTaHABIMBAETCS B COOTBETCTBUH C MOJIETIBIO YIPO3.

4.4, B x0/1€ KOHTPOJISI IPOBEPSIOTCS

— COOTBETCTBUE MPUHATHIX Mep MO oOecrnedeHuo 0e30MacHOCTH KOH(UIEHIAIbHON
uHdopmarmu (ranee — Ob KN);

— CBOEBPEMEHHOCTh W TIOJHOTA BBINOJIHEHUs TpeboBaHMii HacTosmero llomoxenus u
Ipyrux pykoBoasmux nokymentos Ob KU;

— MIOJTHOTA BBIABIICHUS JIEMACKUPYIOUIUX TPU3HAKOB OXPaHSIEMBIX CBEICHUI 00
oOBeKTaX 3alUThl M  BO3MOXHBIX TEXHUYECKUX KaHAJOB YTeUkd HWHGOpMAIUU,
HECaHKIMOHUPOBAHHOTO JIOCTyNa K HEM W TNPOrpaMMHO-TEXHHUYECKHUX BO3JCHCTBUU Ha
HuH(pOpMaIHNIO;

— 3 PEeKTUBHOCTh MPUMEHEHUS OPraHU3AlMOHHBIX U TEXHHUYECKUX MEPOIPHUATHI 1O
3amuTe HHPOpPMaIIHH;

— YCTpaHEHUE paHee BHISBICHHBIX HEJJOCTATKOB.
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Kpome TOro, Moryr mpoBOAMTHCS HEOOXOJUMBIE M3MEPEHHS U  PACUETHI,
NPUIJAlIEHHBIMU I 3TUX  LeJledl  CHeluaJucTaMd  OpraHu3allid,  HMeErolei
cootBetcTBytomue Junenznu PCTIK Poccun.

4.5. OCHOBHBIMHM BHJAMHU TE€XHUYECKOTO KOHTPOJIS SIBISIOTCS BHU3YaJbHO-ONTHYECKUM
KOHTPOJIb, KOHTPOJb 3(P(EKTUBHOCTH 3aIUThl MHPOPMAIUU OT YTEUKA IO TEXHHUUYECKUM
KaHaJllaM, KOHTpPOJIb HECAaHKIMOHWPOBAHHOTO JOCTyNa K HH()OpPMAIUU M TPOTrPaMMHO-
TEXHUYECKUX BO3CHCTBHIA HAa MHPOPMAITHUIO.

4.6. [lomyyeHHble B XOJ€ BEICHUS KOHTPOJSI pE3yJIbTaThl 00padaThIBalOTCA U
AHATTM3UPYIOTCA B LEJSIX OMPEICNICHHs JOCTATOYHOCTH U 3()(HEKTUBHOCTH MPENMTUCAHHBIX MEp
3amuThl WH(QOPMAIMK ¥ BBISABICHUS HapymieHwid. [Ipu oOHapykeHWM HapyIIeHUH HOPM H
TpeOoBaHMK TO 3amuTe WHGOPMAMKA AJAMUHHCTPATOp OE30MaCHOCTH JOKJIA/bIBACT
PYKOBOJUTENIO Uil TPUHATHS WMHU pEIICHUS O TpeKpameHun o0paboTku WHpOpMAuu U
MIPOBE/ICHUSI COOTBETCTBYIOIINX OPTaHW3AIMOHHBIX W TEXHHUYECKUX MeEp IO YCTPaHEHHUIO
HapylieHus. Pe3ynbTaThl KOHTPOJS 3amuThl UHQOpMAnuu OQOpPMIISIOTCS aKTaMHu JHOO B
COOTBETCTBYIOIIMX KypHAJIaX y4yeTa pe3ylbTaTOB KOHTPOJISL.

4.7. HeBplnonHEeHNE MpeANnHucaHHbIX Meponpuatuii mno 3amute KU, cuuraercs
MIPENIOCHIIKON K yTeuke nHpopmanuu (aanee - NpearnochlIka).

[To kaxmO¥W TMPEANOCHUIKE UIS BBISICHEHUS OOCTOSITEICTB W TPUYHH HEBBITIOJTHEHUS
YCTaHOBJIEHHBIX TPeOOBaHUU IO yKa3aHUIO PYKOBOAMTENS WM OTBETCTBEHHOIO 3a 3allUTy
nH(pOpMaLUK TPOBOAUTCS pacciieZIOBaHHUE.

JUis  mpoBeneHusi paccieloBaHHs ~Ha3HA4YaeTcs KOMHUCCUSL C  TPUBJICUYEHUEM
aaMuHHCcTpaTtopa Oe3zomacHoctu. Kommuccus o0Os3aHa ycTaHOBUTBH, MMEJa JIM MECTO yTedka
CBEJICHU, W 0OCTOSITENLCTBA €l COMYTCTBYIOIINE, YCTAHOBUTH JIUI], BAHOBHBIX B HapyIICHUN
MPEeNNUCaHHBIX MEpPONPUATUN MO 3amuTe WHGOPMAIUMU, YCTAaHOBUTH NPUYMHBI U YCIOBUA,
CHOCOOCTBOBABILIME HAPYILIEHHIO, U BBIPAOOTaTh peKOMEHJAlMK Mo uX ycTpaHeHuio. [locne
OKOHYAHUS paccieoBaHusl pyKOBOAUTEIh NPUHUMAET PEllIeHUe O HaKa3aHUM BUHOBHBIX JIUI U
HEOOXOIUMBIX MEPOIIPUSITUAX 110 YCTPAHEHUIO HEJOCTATKOB.

4.8. Benenne KOHTpPOJS 3aIIUTHl MH(DOpPMAIMK OCYIIECTBISCTCS IyTeM IPOBEICHUS
MEePUOJUYECKHUX, TUIAHOBBIX M BHE3AIHBIX NMPOBEPOK OOBEKTOB 3amuThl. [lepuonmyeckue,
IJIAHOBBIE U BHE3aIHbIE MPOBEPKH OOBEKTOB OpPraHU3alllK MPOBOSTCS, KaK MPaBUIIO, CUIaMU
aIMUHHCTpaTopa Oe30macHOCTH M (WJIM) OTBETCTBEHHOIO 3a 3alluTy HWHGOpMaluu, B
COOTBETCTBUU C YTBEPKIACHHBIM [UIAHOM HJIM IO COTJIACOBAHUIO C PYKOBOAUTEIIEM.

4.9. Ognot u3 (opM KOHTpOJIA 3alMThl WHMOpPMAIUK SBJISICTCS OO0CIIeIOBaHHUE
00bekToB C. OHO mpOBOIUTCS HE pEXe OJHOTO pa3a B roj pabodeil Tpyrnmoi B COCTaBe
aJIMMHHCTpaTopa 6e30MacHOCTH, OTBETCTBEHHOTO 3a 3aIIUTy MH(GOpPMAIUU, OTBETCTBEHHOTO 3a
sKcIuTyaTanio oObekTa. g obOcnepgoBanus HC  MoOXeT MpHUBIEKaThCs OpraHU3allus,
umeromas smnensuro  OCTOK  Poccun Ha JeSTENbHOCTh MO TEXHUYECKOW —3aluTe
nHpopMaIuu.

4.10. O6cnenoBanne MC mpoBoaMTCS ¢ 1ENbIO  OMPENEICHUS  COOTBETCTBHS
MOMEIIIEHNH, TEXHUYECKUX U MPOTPAMMHBIX CPEICTB TPeOOBaHUSAM IO 3alIUTe HH(POPMAIUH,
YCTaHOBJICHHBIM B «ATTECTaTe€ COOTBETCTBUS TPEOOBAHUAM IO 0€30MAaCHOCTH MH(OPMALIUU.

4.11. B xone oOcnenoBaHusi IPOBEPSIETCS:

— COOTBETCTBHE TEKYIIMX YCIOBUH (DYHKIMOHMpPOBaHUSA O0OCIenyeMoro ooObeKTa
YCIOBUSIM, CIIOKMBIIUMCSI HA MOMEHT MPOBEPKHU;

— COOMIOZICHNE OpPraHU3alMOHHO-TEXHUUYECKUX TPEeOOBAHUIN MOMEIEHUH, B KOTOPBIX
pacrnionaraercs 1C;

— COXpPaHHOCTb Ie4arel, MIoMO Ha TEXHHYECKUX CpeJICTBaxX Nepefaayd U oO0paboTKu
nH(pOpMallUK, a TaKXKe Ha YCTPOWCTBAX WX 3alllUTHI, OTCYTCTBHE MOBPEXKICHHI SKpPaHOB
KOPITyCOB ammaparypsl, 000j04ek kabenel 1 UX COeIMHEeHUI C ITMHAMU 3a3€MJICHUS;

— COOTBETCTBHUE BBIMOJIHAEMBIX Ha OOBEKTE MEPOIPHITHI MO 3ammTe HHpopManuu
JTAHHBIM, U3JI0’KEHHBIM B HACTOSIIEM TMOJIOKEHHH;
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— BBINIOJTHEHWE ~ TpeOoBaHMK 1Mo  3ammTe  HMHOOPMALMOHHBIX  CHCTEM  OT
HECaHKIMOHUPOBAHHOIO JIOCTYIIA;

— BBINIOJTHEHHUE TPEOOBAHMIA IO aHTUBUPYCHOM 3allUTe.

4.12. Insi BBIABICHUS PAAMODJICKTPOHHBIX YCTPOWCTB M TPOBOJOB HEU3BECTHOTO
Ha3HAYEHUS, MPETHAMEPEHHOTO HAPYLICHHUS 3alUTHBIX CBOWCTB 00OpYIOBaHHUS, a TaKkKe He
MPEIYCMOTPEHHBIX MPAaBUIIAMHU KCIUTyaTallid OTBOJOB OT 00OPYMIOBAHUS U COCAMHUTEILHBIX
JIMHUAW, IIPOJIOKEHHBIX B BBIJCICHHBIX M 3alUMIIAEMbIX ITOMEIICHUAX, a TaKXKe IPYrux

HapyILIEHUH U CI0COO0B BOBHUKHOBEHUS KaHAJIOB YTEUKU MH(POPMaLUU HEOOXOAUMO:
— TIIATEJILHO OCMOTPETh MeOelb, CyBEHHPHI (OCOOCHHO MHOCTPAHHOTO MPOU3BOJCTBA), 00OPYHAOBAHUE, YCTAHOBJICHHOE B 3TOM
TIOMEIICHNUH, OCBETUTEIIBHYIO arlrapaTtypy, HUIIH OTOIUTEIIbHBIX GaTapeﬁ, LITOPBI, OKOHHBIC ITPOEMBI U T.[.;

— BCKpPBITb U OCMOTPETb PO3ETKH, BBIKIIOYATENM OCBETUTEIBHOM CETH, JIIOKU
BEHTUJISIIUM U KaHAJIbl CKPBITOM MPOBOJIKH;

— IPOBEPUTH KAUECTBO YCTAHOBKH CTEKJIONIAKETOB OKOHHBIX IIPOEMOB;

— IPOBECTH aNmapaTypHyl0 MPOBEPKY TIOMEHIEHHs] Ha OTCYTCTBUE BO3MOXHO
BHEJPEHHBIX  DJIEKTPOHHBIX  YCTPOMCTB  mepexBaTta HH(opmamuu (NIpU  HAJIUYUU
COOTBETCTBYIOIEH amnmnapaTypbl), IPH HEOOXOAUMOCTH JUIsl IPOBEIEHUS TaHHBIX BUI0B paldoT
MOTYT MPHUBJIEKATHCS OPraHU3aluU, UMeroIIe cooTBeTcTByomue auieH3nn ®Ch Poccun.

4.13. T'ocynapcTBEHHBIH KOHTPOJIb COCTOSIHHS 3aIUTHl WH(OPMAIMN OCYIIECTBIISCTCS
®denepalibHON CITYXObI O TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpoto Poccuu u ®@enepanbHoit
cmyx00i 6e3omacHocTH Poccun B paMKax WX MOJTHOMOYHUMA B COOTBETCTBHH C JCHCTBYIOIIUM
3aKoHOAaTtenbCcTBOM  Poccuiickoin  @enepanmu. JlocTynm  IpeACTaBUTENEM  yKa3aHHBIX
(benepanbHBIX OPraHOB HCHOJHUTEIBLHOM BIIACTHM HAa OOBEKTHI JJISi NMPOBEACHUS MPOBEPKH, a
Takke K paboTaM M JIOKyMEHTaM B oObeMe, HEOOXOIMMOM Jisi OCYIIECTBIEHUS KOHTPOJI,
obOecrieunBaeTcs B YCTaHOBJIECHHOM MOPSAJIKE MO MPEABSBIECHUU CIIY>KEOHOTO YA0CTOBEpEHUs
COTPYZIHUKA, a TAKXKE JOKYMEHTa YCTAaHOBJICHHOM (hOpPMBI Ha NIPaBO MPOBEAEHUS IPOBEPKHU.

5. ITopsinok o0yuyeHus mepconasna npaktuke paoorbsl B UC B yacTu odecnevyeHus
0€30MacHOCTH KOH(PUACHUNAILHOH HH(poOpMaun

5.1. Ilepen nauamom pabotei B HC momp3oBaTend JOKHBI O3HAKOMHUTHCA C
HHCTPYKIUSAMH TI0O HCHOJIb30BAHUIO MPOTPAMMHBIX M  TEXHHUYECKHUX CpPEICTB, IO
KCIIOJIb30BAHUIO CPEJICTB 3aIIUTHl HH(OPMAITUHU IO POCITUCH.

5.2. [Tonp30oBaTeny JOJDKHBI IPOJEMOHCTPUPOBATh AIMUHUCTPATOPY OE30MMacHOCTH
n(1aM) OTBETCTBEHHOMY 3a 3alIUTy MH(POpMalUK HAIMYME HEOOXOIUMBIX 3HAHWM U YMEHUU
JUIsl BBITIOJIHEHUsI TpeOoBaHui Hacrtosmiero IlonoxkeHus. AIMHUHHCTpaTOp O€30MacHOCTH
JIOJKEH BECTH JKYpHAJ ydeTa IPOBEPOK 3HAHUW W HABBIKOB MOJIb30BATEIICH.

5.3. [lonp3oBaTenu, IEMOHCTPHUPYIOIIME HEJOCTaTOYHbIE 3HAHUA W YMEHHUS Ui
obOecrieueHuss 0€30MAaCHOCTH  KOHQPUACHIIMANBHOW WHGOpPMAIMU B COOTBETCTBUU C
TpeOOBaHUAMHU HACTOAIETO MOJI0XKeHUs, K padote B IC He momyckaroTcs.

5.4. OTBETCTBEHHBIM 32 OpraHu3alnio0 00y4eHHs] U OKa3aHHWE METOANYECKON MOMOIIHU B
MBJIOY «/letckuii cag Ne 70y siBAs€TCS aAMUHUCTPATOP O€30MaCHOCTH.

AJIMUHUCTPATOpP JOJDKEH OpPraHu30BbIBATH  COBELIATEJIbHBIE  MEPONPUATHS U
MHCTPYKTaXH, HAIIPABJICHHbIE Ha!

— pa3bsICHEHHE  COTpPYAHHMKaM TpeOOBaHMH  OpraHU3allMOHHO-PACTIOPSAUTEIHLHON
JOKyMEHTaIuu U npasui padotsl B UC;

— TIOBBIIIICHHE YPOBHS WX KBATU(UKAINK B 00J1acTH MHGOPMAITMOHHOM 6€30MacHOCTH U
MIPUMEHEHHSI IITATHBIX CPEJICTB 3alTUTHI HHGOPMAITIH;

— pa3bsSICHEHHE TIOPSIKA UCTIOIb30BaHUS ChEMHBIX HOCUTENEH HH(pOpMAIUH.

WNHCcTpyKTaXu JODKHBI TPOBOJUTHCS TMEPHOIUYECKHA (HE peke OIJHOTO pa3a B TpH
Mecs11a), a TaK e MPU BOSHUKHOBEHUH HEIITATHBIX CUTYaIlHA.

5.5. /Ins mpoBeneHUs 3aHATHUN, CEMHHAPOB M COBEIIAHUW MOTYT TPUBIIEKATHCS
CHEIHMAIUCTBl TI0 TPOTPAMMHOMY U TEXHHYECKOMY OOECTICUEHHUIO, a TaKkKe CHEI[UAIHUCTHI
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OpraHoB MO aTTecTanud OOBEKTOB WH(pOpMaTHU3aluu, opranuzanuii-nmunensunato OCTOK
Poccun u @Cb Poccun.

5.6. K pabore B MC pomyckaroTcsi TOJBKO COTPYAHHMKH TPOLISAIINE MEPBHUYHBIN
uHctpyktaxxk Ob B MC u noxazaBlime TBEpAbIE TEOPETUYECKHE 3HAHUSA U IPAKTUUYECKUE
HAaBBIKH, 0 YEM JIEJIaeTCsl COOTBETCTBYIOMIAs 3anmuch B JXKypHaine yuéra nomycka k pabore B MC.

5.7. AnmuHUCTpaTOp 0E30TIACHOCTH JIOJDKEH UMETh MpoduibHOE oOpa3oBaHue (7THO0
JMIJIOMBI O TIOBBIIICHUH KBaJTU(UKAIMKA) B 00JacTH 3amuThl nHpopManuu. Pexomenmayercs
MIPOXOKJEHUE aJMUHUCTPATOPOM CHELHUAIU3UPOBAHHBIX KYpCOB 10 aJMHUHHCTPUPOBAHUIO
CPEICTB 3alUThl HHPOpMaLH, ncroib3yembix B MC.

6. Ilopsinok NpoBepKH 3JIEKTPOHHOI0 :KypHasia oopamennii k UC.

6.1. Hacrosmuii pazmen IlomoskeHUst ompenenseT MOpsIOK MPOBEPKH AIEKTPOHHBIX
XKypHaJIoOB oOpaienuit k pecypcam HUC.

6.2. [IpoBepka AIMEKTPOHHOTO KypHaia OoOpamieHud MPOBOAUTCS C IETHIO BBISBICHUS
HECaHKIMOHUPOBAHHOIO JIOCTYMA K 3amuiaemMoi nuapopmaruu B UC.

6.3. [IpaBo mpoBepKH IEKTPOHHOTO KypHAJa 0OpalieHui UMEIoT:

— aJIMUHUCTpATOp OE30TIaCHOCTH;

— OTBETCTBEHHBIH 3a 3alIUTy HH(OPMALINK;

— PYKOBOJIUTENb.

6.4. Ha texamueckux cpeactax MC, Ha KOTOPBIX YCTaHOBIIEHBI CIIEIUATN3APOBAHHBIE
cpeactBa 3amuThl uHbopmanuu THma «Ctpax», «Secret Net», «Dallas Lock» u npyrue,
MPOBEpKa 3JIEKTPOHHOTO J>KypHaJla MPOU3BOAMTCS B COOTBETCTBMM C IpUJIaraéMbiM K
ykazanHbiM C3U PykoBoicTBOM.

6.5. ITpoBepke noexar Bce deKTpoHHbIE )KypHaibl VC.

6.6. [IpoBepka mOKHA MPOBOAMUTHCS HE PEXeE, YEM OJUH Pa3 B HEAENI0 C LEJbI0
CBOEBPEMEHHOTO BBISBIICHUA ()aKTOB HapylleHus: TpedboBaHuil Hactosiero [lonoxenus.

6.7. ®akThl TPOBEPOK 3JIEKTPOHHBIX JKYPHAIOB OTPa)KalOTCS B CIEIMATILHOM >KypHaie
npoBepok.  Ilocme  kaxkmoit  MpoBEepKM  AIMHHHCTpATop  OC30MacCHOCTH  JIEJIaeT
COOTBETCTBYIOILYIO OTMETKY B )KYpHaJI€ U CTaBUT CBOIO MOJIHUCH.

7. IlpaBuUjI1a AHTUBUPYCHOM 3AIIMTHI

7.1. Hacrosimue mpaBuiia onpenenstoT TpeOOBAaHUS K OpPraHU3alUMM 3alIUThl 00BbEKTa
HNCII[IH oT paspymarmero BO3JCUCTBUS BpPEJOHOCHOTO IPOTrPaMMHOTO OOCCIICUCHHS,
KOMIIBIOTEPHBIX BUPYCOB M YCTAHABIMBAE€T OTBETCTBEHHOCTh PYKOBOJAUTEINS U COTPYIHHUKOB,
SKCIUTYaTUPYIOIIUX U CONPOBOXKJAIOIIUX KOoMIbioTepbl B cocraBe MC, 3a MX BbINOJIHEHHE.
Hacrosimue npaBuia pacnpoctpasstorcs Ha Bce 00bekThl C opranuzanmu.

7.2. K HCIoNb30BaHUIO Ha KOMIIbIOTEpPAaX JOIMYCKAIOTCA TOJIBKO JIMIIEH3MOHHbIE
aHTUBUPYCHBIE CPEJICTBA, LIEHTPAIN30BAHHO 3aKyIJIEHHbIE y Pa3pabOTUYHUKOB (IIOCTABLIMKOB)
YKa3aHHBIX CPE/CTB.

7.3. YcraHOBKa M HauyalbHas HACTpOMKa CpEICTB AaHTHUBHUPYCHOTO KOHTPOJS Ha
KOMIIBIOTEpaX OCYLIECTBISAETCA aAMUHUCTPATOPOM O€30MaCHOCTH.

7.4. AnmMuHuCTpaTop O€30MaCHOCTH OCYIIECTBISIET MEPUOJUYECKOe OOHOBIIEHUE
aHTHBHUPYCHBIX TAKETOB U KOHTPOJIb UX PAOOTOCIIOCOOHOCTH.

7.5. SIpnbIk (ccbUIKa) JUISL 3aIlyCKa aHTUBUPYCHOM MpOrpamMMbl JJOJKEH OBITh JOCTYIEH
BCEM I0JIb30BaTENIIM HHPOPMALIMOHHOM CUCTEMBI.

7.6. ExxenenenbHO B Havaje paboOThI, MOCTE 3arpy3KH KOMITBIOTEPA B aBTOMATHYECKOM
peXUMe JOJDKEH TPOBOAMUTHCS AHTUBHUPYCHBI KOHTPOJb BCEX JUCKOB U  (ailyos
KOMIIBIOTEPOB.

OO0s3aTenbHOMY  QHTHBHPYCHOMY  KOHTPOJIO  TMOJJISKUT Jitobas  uH(opMarus
(TexkcroBble (hailsibl MOOBIX (popmaToB, (aiiinbl JaHHBIX, UCHIOMHIEMbIe (aiibl), HHGopMaIHs
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Ha CbEMHBIX HOCUTENAX (MAarHUTHBIX TUCKaX, JEHTAaX, ONTHUYECKUX TUCKax W T.I.). KoHTpoas
ucxose HHPOPMaUU HEOOXOAUMO MPOBOIUTH HETIOCPEACTBEHHO Tepe/l apXUBUPOBAHUEM
Y OTHPABKOH (3aMMChbI0 HA ChEMHBI HOCUTEND).

Hactpoiiku cpeacTB  aHTHBHPYCHOW 3alllMTBl  JOJDKHBI  OBITH  BBIOJIHEHBI B
COOTBETCTBUM C  TpeOOBaHMAMH  O€30MACHOCTH  KOH(PHICHIMAIbHOH  MHpOpMaIuu
ONpEJeNIEHHON 111 JaHHOTO Kiacca. HacTpolKy CpeIcTB aHTUBUPYCHOM 3aIUThI BBIIOJIHSIET
aJIMUHUCTpATOp 0€3011aCHOCTH.

7.7. @aiinpl, MOMEIIAaeMbIe B 3JIEKTPOHHBIA apXUB Ha MAarHUTHBIX HOCUTEIISX, JOJDKHBI B
00513aTEIbHOM TIOPSZIKE TPOXOJUTH AHTHBHPYCHBIH KOHTpOJb. llepnommveckune MpOBEpKU
AJIEKTPOHHBIX APXHUBOB JOJIKHBI IPOBOJAUTHCS HE PEXKE OJHOIO pa3a B MECSII.

7.8. YcranapnuBaeMoe (M3MEHSIEMOE) MPOrpaMMHOE OOECIeYeHHEe JIOJDKHO OBITh
MIpeIBAPUTENILHO MPOBEPEHO HAa OTCYTCTBHE BHMpYycOB. HemocpeacTBEeHHO MOcCie yCTaHOBKH
(M3MeHeHMs) MPOrpaMMHOTO OOecreyeHus] KOMIbIOTEpa, aJMHUHUCTPATOPOM O€30MacCHOCTH
JI0JIKHA OBITH BHINIOJIHEHA aHTUBHpYCHas npoBepka HC.

7.9. Ha KOMITBIOTEpHI 3alpemiaeTcs YCTaHOBKAa NPOTPAMMHOTO OOeCTieueHHs, He
CBSI3aHHOTO C BBINOJHEHHEM (QYHKUUN, MPEIyCMOTPEHHBIX TEXHOJOTUYECKHM IIPOIECCOM
00paboTku nHpopmaIuu.

7.10.Tlpy BO3HHMKHOBEHHH TIOJIO3PEHUS Ha HaIUYWe KOMITBIOTEPHOTO BHpYca
(merunuyHas paboTa MporpaMM, MosiBJIeHUE rpaduyecKuX U 3BYKOBBIX 3P (EKTOB, HCKaKEHUN
JAHHBIX, MpomnagaHue (paiaoB, yacToe MOSBICHUE COOOIIEHUN O CUCTEMHBIX OMMOKaxX U T.II.)
M0JIb30BaTENb CAMOCTOSITENIBHO (MJIM BMECTE C aJMHUHHCTPATOPOM O€30MaCHOCTH) JOJIKEH
MIPOBECTH BHEOUEPEIHOM aHTUBUPYCHBIM KOHTPOJIb KOMIIBIOTEPA.

B cinyuae oOHapykeHusi Npu MPOBEICHUU AHTHUBUPYCHOW TNPOBEPKH 3apakeHHBIX
KOMIIBIOTEPHBIMU BUpYycaMH (paiiioB MOJIb30BaTeNb 00s3aH:

— MIPUOCTAHOBUTH 00paboTKy nanHbIX B UC;

— HEMEJICHHO NTOCTAaBUTh B U3BECTHOCTh O (hakTe OOHApYKEHUs 3apa)KEHHBIX BUPYCOM
¢bailnoB agAMUHUCTpPATOpa OE30MAaCHOCTH, a TaKKe CMEKHBIE MOJIPA3/IeJIEHUs], UCIOJIb3YIOINe
9TH (aliiel B padboTe;

— COBMECTHO C BIAJEJIbLEM 3apaXXeHHbIX BHPYCcOM (alIoB MPOBECTH aHAIN3
BO3MO’KHOCTH, JAJIbHEMILIEr0 UX MCIIOJIb30BaHUS;

— MPOBECTH JICUEHUE UM YHUUTOXKEHUE 3apaXKEHHBIX (PaiiiioB.

7.11. OTBETCTBEHHOCTh 3a OpraHu3alMi0 AaHTUBUpPYyCHOro koHTtposs B HC B
COOTBETCTBUU C TpeOoBaHUAMM HacTosero IlonoxeHus Bo3naraeTcs Ha OTBETCTBEHHOIO 3a
3alIUTy UH(OPMALUH.

7.12. OTBETCTBEHHOCTh 3a IIPOBEACHUE MEPOIPUATUN AHTUBUPYCHOH 3alllUThl B
koHKpeTHO MC wum cobmronenue TtpeOoBanuit Hacrtosmiero [losojkeHust Bo3znaraercs Ha
aJIMUHHUCTpaTopa 6€30I1aCHOCTH U BCeX MoJib3oBaTesel qannoit MC.

8. IlpaBuiia mapoJIbHOM 3alUTHI.

8.1. laHHBIe MpaBWiIa PErIAMEHTUPYIOT OPTraHU3aLHMOHHO-TEXHUYECKHE MEPONPHATHA 110 00eCIeYeHHIO
MIPOIIECCOB TEHEpaIly, CMEHBl W TMpeKpalieHus aercTBus maponeir B WC, a Takke KOHTPOIb IEHCTBUI
TIOJTBb30BaTeNei Mpy paboTe ¢ MAPOIIIMH.

8.2. OpraHu3allMOHHOE M TEXHHYECKOe 00ECIeueHHe MPOLECCOB I'eHepali, MCIOIb30BaHUs, CMEHBI U
MpeKpalIeHus AeUCTBHs mapoieii Bo Bcex moacuctemMax MC u KOHTPOIb NEWCTBHI MONB30BaTeNel mpu paboTe ¢
MIApOoJISIMU BO3JIaraeTcsl Ha aIMHHUCTpaTOpa O€30MacHOCTH.

8.3. JInuHble mapoiu OJHKHBI TeHEPHPOBATHCS U PacHpeessaThesl [EHTPATH30BAHHO JIMOO BHIOMPATHCS
nonp3oBaresiMu OBT caMocTOATENBHO € YI€TOM CIEAYIONINX TpeOOBaHMIA:

— MapoJib JOJIZKCH OBLITH HE MeHee 6 CHMBOJIOB,

— B YHCJIC CUMBOJIOB IApOJIAd o0a3amebHO JAOJIKHBI ITPUCYTCTBOBATDH 6yKBLI B BCPXHEM
WJIA HIDKHEM PErucTpax, HUQpsl U (MH) crienuaibabie cuMBOJIBI (@, #, $, &, *, % u T.11.);

— CUMBOJIBI naponeﬁ JUIA pa60q1/1x CTaHLII/Iﬁ, Ha KOTOPBIX YCTAHOBJICHO CpPCIACTBO
3alIUThI I/IH(I)OpMaI_II/II/I OT HCCAHKIINHUOHUPOBAHHOI'O HOCTYyIa, NOJDKHBI BBOJUTHCSA B PCIKUMC

JIATUHCKOM pacCKiIaiku KJIIaBUATYPHI,
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— [IapoJjib HC OOJDKCH BKIIKOYATH B ce0s JIErKO BBIYHUCIISIEMBIE COUYETAHUSI CHUMBOJIOB
(umena, ¢pamunuy, HanMeHoBaHust APM u T1.71.), a Takxke oOmenpunaTeie cokpanieaus (9BM,
JIBC, USER u 1.11.);

— IIPY CMEHE NapoJIsi HOBOE 3HAYCHUE JIOJDKHO OTJIMYATHCS OT IPEAbLAYIINX;

— II0JIb30BATENIb HE UMEET IIpaBa COOOLIATh JIMYHBIN 1apOJIb APYTrUM JIMLIAM.

Biagenbupl maponedl  JOMKHBI  ObITh O3HAKOMIIEHBI IMMOJ MOIMUCh C IEPEYUCICHHBIMH BBIIIIE
TpeOOBaHUAMHM W TPEAYNPEXKIEHB 00 OTBETCTBEHHOCTH 3a HCIOJb30BAaHHUE IMapoiedl, HE COOTBETCTBYIOIIUX
JaHHBIM TPeOOBAHUSIM, a TAKXKE 33 pasriiallieHne MapoiIbHON HH(POPMAIHH.

8.4.B cinyyae BO3HHMKHOBEHMS HEINTATHBIX CHTYyallli, (HOPC-MaKOPHBIX OOCTOATENBCTB W T.IN
TEXHOJIOTUYECKONH HEOOXOMUMOCTH HCIONB30BaHUs MMEH W Mapoiiedl COTPYAHHUKOB (MCIIONHHUTENEH) B HX
OTCYTCTBHE, COTPYJIHHMKH OOSI3aHBI Cpa3y K€ ITOCJAe CMEHbI CBOMX Iapojieli WX HOBBIE 3HAYCHUS (BMeECTE C
HMEHAMH COOTBETCTBYIOIINX YIETHBIX 3aIKCei) B 3alle4aTaHHOM KOHBEPTE HJIM OIEUaTAHHOM TIeHaJIe IepeiaBaTh
Ha XpaHEHWE PYKOBOIUTENIO CTPYKTYPHOIO IMOApa3JeeHus. 3aneyaTaHHble KOHBEPTHI (IE€HAb) C MapoJIsiMU
UCIIOJTHUTENIEH JOJIKHBI XPAHUTBCS B HEOCTYITHOM MECTE Y PYKOBOIHUTENS CTPYKTYPHOIO TIOAPa3/IeIeHH .

8.5. IlonHast maaHOBas CMEHA Mapojiell MONb30BaTeNieil JOKHA MPOBOAUTHCSA PETYIAPHO, HE PEXE
omHoro pasa B TeucHue 90 mHei.

8.6. BHertaHOBasi CMEHA JIMYHOTO MApOJisd WIK YIAJICHHE y4eTHOW 3amucH monb3oBatens VC B ciydae
MpEeKpalIeHus ero MOJHOMOUHi (YBONbHEHHE, MEPEXO] HA APYTYI0 paboTy BHYTPH HPEINPHUITHSL U T.I1.) JOJIKHA
MPOU3BOIUTHCSA AJIMHHUCTPATOPOM 0€30MacHOCTH (MO0 HOBBIM TOCTOSHHBIM TI0JIb30BATEEM) HEMEIJIEHHO
1oCjie OKOHYAHHS ITOCIENHEr0 ceaHca paboThl JAHHOTO MOMB30BATENSI C CHCTEMOH HAa OCHOBAHHH YKa3aHHsI
PYKOBOAMTEINS CTPYKTYPHOT'O MOAPA3ICTICHHS.

8.7. BHeriaHOBasi TOJNHAs CMEHAa Mapojiell BCEX MOJb30BAaTElICH JOKHA MPOM3BOAMTHCI B CIydae
NpEeKpalleHns] TOJTHOMOYMH (YBOJNBHEHHE, NEpPEeXOoA Ha Jpyryio paboTy BHYTPH IPEANPHATHS W JpYrHe
00CTOATENLCTBA) aIMUHUCTPATOPa 0E30MaCHOCTH.

8.8. B ciayuae KOMITpOMETAlMH JMYHOro mapons mnonb3oBateas MC IOKHBI OBITh HEMEIIEHHO
IIPEAIPUHATEL MEPBI 110 BOCCTAHOBJICHUIO NTAPOIbHON 3aILUTHI.

8.9. Kontponp neiictBuil monp3oBateneld npu padore ¢ HapoisMu, COONIOACHHE MOPSIKa MX CMEHBI,
XpaHeHHs ¥ UCIIOJIb30BaHKS BO3JIAraeTcsl Ha aIMHUHUCTPATOpa 0E30MacCHOCTH.

9. IlpaBuia OOHOBJIEHHSI OOIIECHCTEMHOT0 H MNPHKJAAHON0 NPOrPaMMHOI0
o0ecreyeHusi, TexHnueckoro oocay:xxkupanus UC

9.1. Hacrosimue mpaBuiia periaMeHTHPYIOT oOecriedeHne Oe3omacHOCTH WHMOpPMAIUu
IpyU TMpPOBEACHUU OOHOBJIEHUM, MoAU(DUKAIMU  OOIIECUCTEMHOTO U MPHUKIATHOTO
MPOrpaMMHOTO  OOecreyeHusi, TEXHMYECKOTO OOCIYy)KHUBaHHMSI W TPU BO3HUKHOBEHHH
HEIITAaTHBIX cuTyanuii B padore UC.

9.2. Bce wu3MeHeHHs KOH(MUTypanuid TEXHHYECKUX W TporpaMMmHbIX cpeacts HMC
JOJIKHBI TIPOU3BOAMTHCS TOJIBKO Ha OCHOBAHHMM 3asiBOK OTBETCTBEHHOTO 3a JKCILIyaTallUIO
koHkpetHoro MC.

[lepen mpoBeaeHueM pabOT MO BHECEHHIO U3MEHEHUN B COCTAaB TEXHUYECKUX U
nporpaMMHbIX cpeactB MC HeoOXoauMo coriacoBaTh BO3MOXKHOCTh JAHHBIX HW3MEHEHUH C
OpraHoM, MPOU3BOAMUBIINM pabOThl MO arrecTauuu. IIpu BO3MOKHOCTH OCYIIECTBJICHHUS
MOJ0OHBIX U3MEHEHHH MTPEICTABUTENM OPraHa 10 aTTeCTAlluU OCYILECTBISIOT HAA30p 32 BCEMU
npoBoauMbIMU pabotamu. [IpoBeneHue paboT MO HM3MEHEHHMIO COCTaBa TEXHUYECKHX U
nporpaMMmHbIX cpenctB MC 6e3 coriacoBaHusi C OpraHOM IO aTTeCTallMd aBTOMATHYECKH
MpeKpaniaeT AeCTBUE BbIJAHHOTO ATTECTaTa.

9.3. IIpaBo BHeceHUs M3MEHEHHI B KOH(MUTYpAILUIO anmapaTHO-IPOTPAMMHBIX CPEJICTB
samuieHabix MIC npenocrapnsercs:

- B OTHOIIEHUHM CHUCTEMHBIX M MPUKIATHBIX TPOrPAMMHBIX CPEICTB — aAMUHUCTPATOPY
0€30MacCHOCTH MO COTJIACOBAaHHIO C OpPraHOM MO aTTECTAllMH, MPOBOAMBIIKUM aTTECTALIUIO
nmanaou UC;

- B OTHOILIEHUHU aNNapaTHBIX CPEJCTB, a TAKXKE B OTHOIICHUH MPOTPAMMHO-ANMAPATHBIX
CPEICTB 3alllUThl — aJMHUHUCTPATOPy OE30MACHOCTH TO COTJIACOBAHHIO C OpPraHoM TIO
aTTeCTalluu, IPOBOUBIINM aTTecTanuto nanuou UC.

9.4. I3amenenne KoH(pUTypaluy amnmapaTHo-porpaMmHubix cpeacts MC  kem-nmu6o,
KpOME BBIIIENEPEUNCICHHBIX YIIOJTHOMOUYEHHBIX COTPYIHUKOB U MOPA3ACIICHUM, 3alpeieHO.
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9.5. IIpouienypa BHeCEHUsT M3MEHEHUH B KOH(DHUTYpalMIO CUCTEMHBIX M MPHKIATHBIX
nporpaMMHbIX cpencTB NUC nHUIMUpYyeTCs 3asBKOM OTBETCTBEHHOTO 3a dKcIutyaraiuto MC.

9.6. B 3asBKe MOTyT YKa3bIBaThCs CIEAYIONIME BUABI HEOOXOIUMBIX H3MEHEHHH B
COCTaBe almapaTHbIX U MporpaMMHbIX cpeacts C:

— ycTaHOBKa  (pa3BepThlBaHME) Ha  KOMIBIOTEP(bI)  MPOrPaMMHBIX  CPEICTB,
HEOOXOIUMBIX JUIsl PEIICHUS OIPEISICHHON 3amaun (I00aBlieHWE BO3MOXKHOCTH PEIICHHS
maHHOM 3amauu B manuou UC;

— oOHOBJICHHE (3aMEHAa) Ha KOMIIbIoTepe(ax) MPOrPaMMHBIX CPEICTB, HEOOXOIMMBIX
JUI PEIICHUs ONPEICIICHHOW 3aja4i (OOHOBJICHHWE BEPCHUH WCIONB3YeMBIX I PEIICHUS
ONpE/IEIEHHON 3a/1a4l [IPOTrPaMM);

— yIOalleHue ¢ KOMIThIOTEpa MPOTPAMMHBIX CPEICTB, MCTIOIB30BABIIMXCS TSI PEIICHUS
OTIpe/IcNIeHHOW 3amaun (MCKIIFOYEHHWE BO3MOJKHOCTH PEIICHHS JTaHHOW 3a7adyd Ha JaHHOM
KOMIIBIOTEPE).

9.7. Taxke B 3asBKe yKa3bIBaeTcs ycioBHoe HamMeHoBaHue MC. HamveHoBaHus 3amad
YKa3bIBAIOTCS B COOTBETCTBHM C IEPEYHEM 3a7ad apXWBa JUCTPUOYTUBOB YCTAHOBIICHHOTO
MPOrPAaMMHOTO OOECIEYeHHUs, KOTOpPhIE MOJYKHO peIIaTh C HCIOJIB30BAHHEM YKa3aHHOTO
KOMITBIOTEpA.

9.8. 3asBKy OTBETCTBEHHOTO 3a dkcinryaranuio MC, B KoTopoi Tpedyercsi IpOU3BECTH
W3MCHECHHS KOH(MUTYpAIMH, PAcCMaTPUBACT PYKOBOJUTENIb, BH3HPYET €€, YTBEpXKIas TeM
CaMBIM ITPOU3BOJICTBEHHYIO HEOOX0IMMOCTh IMTPOBEICHUS YKa3aHHBIX B 3asSBKE H3MEHCHHI.

Ilocne  dvero  3asBka  mepemaeTcss  aAMUHUCTpATOpy  O€30macHOCTH Ui
HEMOCPEJCTBEHHOTO HCIOJHEHHsI paboT 10 BHECCHHWIO W3MEHEHWH B KOH(HTyparuio
KOMIIbIOTEpA yKa3zaHHOTrO B 3asiBke VC.

9.9. IloarotoBka OOHOBICHUS, MOAU(HUKAIIUA OOIIECUCTEMHOTO U MPHUKIATHOTO
nporpaMmmHoro  obecneuenus MC  TectupoBaHuMe,  CTEHAOBbIE  HCHBITaHUS  (IIpH
HEOOXOIMMOCTH) W Tepelaya MCXOJHBIX TEKCTOB, JOKYMEHTAUUW U JUCTPUOYTHUBHBIX
HOCHTEJIEeH MPOrpaMM B apXuB JAUCTPUOYTHBOB YCTAHOBJIEHHOTO MPOrPaMMHOTO 0OecredeHus,
BHECCHHE HEOOXOIUMBIX W3MEHEHHWH B HacTpouku cpenactB 3amutbl or HCJIl m cpencts
KOHTPOJISI IIEJIOCTHOCTH (PailyioB Ha KOoMmbloTepax, (0OOHOBIEHHE) M YAAJICHHE CHUCTEMHBIX U
MIPUKIAIHBIX MPOTrPAMMHBIX CPEACTB IPOU3BOAUTCS AJAMUHUCTPATOPOM OE30MACHOCTH IO
COTJIACOBAHHUIO C OPraHOM IO aTTecTaluH, MPOBOAMBIIMM aTtectauuto ganHoi VC. PaboTsl
MIPOU3BOJIATCS B PUCYTCTBUM OTBETCTBEHHOT'O 3a AKCILTyaTanuio nanHoit UC.

9.10. YcranoBka win o6HoBieHHe noacucteM MC H0MKHBI TPOBOAUTHCS B CTPOTOM
COOTBETCTBUU C TEXHOJOTHEH MpoBeAeHUs MOIU(MUKALIUNA TPOrpaMMHBIX KOMIUIEKCOB JaHHBIX
MOJICUCTEM.

9.11. YcranoBka u obHoBieHue 110 (cucteMHOro, TECTOBOTO U T.II.) HA KOMIIbIOTEpPaX
MIPOU3BOJIUTCS TOJIBKO C OPUTHHAIIBHBIX JTUIICH3UOHHBIX TUCTPUOYTUBHBIX HOCUTENEH (IUCKET,
KOMITaKT JUCKOB M T.I.), TOJYYEHHBIX YCTAaHOBIEHHBIM MOPSAKOM, Hpukiaanoro IO — c
STAIOHHBIX KOMHUI MPOrPaMMHBIX CPEJICTB, IMOJYYEHHBIX M3 apXuBa JUCTPUOYTHBOB
YCTaHOBJICHHOT'O ITPOrPaMMHOT0 00ecTeueHusl.

9.12. Bce no6aBnsieMble TpOrpaMMHBIE M amlapaTHble KOMIIOHEHTHI JOJKHBI OBITH
MPEeIBAPUTENILHO yYCTAHOBJIICHHBIM TOPSIKOM TPOBEPEHbI Ha PabOTOCHOCOOHOCTH, a TaKXKe
OTCYTCTBHE OMACHBIX (PYHKITHH.

9.13. Ilocne ycranoBku (o6HOBieHus) [10, agmuHHCTpaTOp 0€30MACHOCTH MOJHKEH
MPOU3BECTH Tpebyemble HACTPONKH CpPEACTB YIpPaBJICHUS JOCTYIIOM K KOMIIOHEHTaM
KOMIIbIOTEpa M MPOBEPUTH paboTrocnocoOHOCTh [IO M MpaBMIBHOCTH MX HACTPOUKH H
MPOM3BECTH COOTBETCTBYIOIIYIO 3amuch B JKypHane ydyera HemTaTHbIX cutyauuii B HC,
BBITIOJTHEHUS TTPO(QUIAKTUIECKUX PabOT, YCTAHOBKU U MOJU(PHUKAIIUU MPOTPAMMHBIX CPEJICTB
Ha kommbrloTepax MC, nemaer OTMETKY O BBIMOJHEHUU (Ha OOpaTHOW CTOpPOHE 3asBKH) U B
TexHuyecKoM macnopre.
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9.14. ®opmat 3amuceit Xypnama yyera HemTatHbix cutyauuit MC, BbImosHeHHS
npouIakTH4eckux padoT, YCTAaHOBKM UM MOAM(DUKAIMM TPOrPAaMMHBIX CpEACTB Ha
koMmiprotepax MC ycranaBimBaercs NpuKazoM pykoBoauTess Opranusanuy.

9.15. Ilpy BO3HMKHOBEHUH CHUTyalUH, TPEOYIOUINX MEpeadyd TEXHUYECKUX CPEACTB B
CEpBUCHBIN LEHTP C LENbI0O PEMOHTA, OTBETCTBEHHBIN 3a €€ IKCIUIyaTalHio JAOKJIaIbIBaeT 00
TOM OTBETCTBEHHOMY 3a 3alIUTy HH(OPMAIMH, KOTOPBIA B CBOIO OYEpENb CBA3BIBACTCA C
COTPYJHHKAMU OpraHa Mo aTTECTAalUd U B JaJbHEHUIIEM JIEHCTBYET COIIACHO UX MHCTPYKIUH.
B nanHoM ciiyyae agMuHUCTpaTOp 0€301aCHOCTH O0s3aH IPEANPUHATH HEOOXOAUMbBIE MEPHI
IUIS 3aTHPaHUs 3allUIIaeMoil MHQPOpPMAaLWHU, KOTOpas XpaHWIach Ha UCKaxX KOMIIbIOTEpa.
OpuruHansl 3asBOK (JIOKyMEHTOB), Ha OCHOBAaHHWU KOTOPBIX IMPOU3BOJMUIMCH H3MEHEHHUS B
COCTaB€ MPOrPaMMHBIX CPEICTB KOMIIBIOTEPOB C OTMETKAMHU O BHECEHUHM M3MEHEHUH B COCTaB
MIPOrPaMMHBIX CPEJCTB, JIOJIKHBI XPaHUTHCS BMECTe C TexHMueckuM nacnoptoM Ha WC u
XKypnanom yuera HemrtaTHeIXx cutTyauuid WC, BbImonHeHHs NpoPUIAKTHUUECKUX pPadoT,
YCTaHOBKH M MOAM(UKAIIMHN MPOTrpaMMHBIX cpeicTB Ha koMmbioTepax MC y 0OTBETCTBEHHOTO 3a
3aIuTy UH(POPMALIUH.

9.16. Kormu 3asiBOK MOTYT XpaHUTKCS Y aIMUHHCTpaTOpa 0€30TacHOCTH:

— 17151 BocctaHoBieHust kKoHpurypanuu MC nocne aBapuii;

— 17 KOHTpoJig TmpaBoMepHocTH YycTaHoBkM Ha WC cpeactB g pelieHus
COOTBETCTBYIOIIMX 3a/1a4 MpHU pa3d0ope KOHPIUKTHBIX CUTYaIHil;

— JUIsl TIPOBEPKU MPABWJIBHOCTH YCTAHOBKHU M HACTPOMKH cpenicTB 3amuThl C.

0.17. ®akT yYHWYTOXXEHHWS JAHHBIX, HAXONWBIIMXCS Ha JHCKE KOMIBIOTEPA,
opopmisieTcs aKTOM 3a TOJNHCHIO aJIMUHUCTpaTopa O€30MacHOCTH M COTPYIAHHKA
OTBETCTBEHHOTO 3a 3KcIuryaTanuto nanHon MC.

9.18. C menpto cOOMIOACHUS TPHUHIMIA TEPCOHATHPHOM OTBETCTBEHHOCTH 3a CBOM
JNEHCTBUS KaXKJIOMY COTPYIHUKY, TOTYIIEHHOMY K paboTe Ha KOMIbIOTepax KoHkpeTtHou MC,
JOJI’KHO OBITH COMIOCTaBJICHO MEPCOHAIBHOE YHUKAIbHOE UMS (Y4eTHAs 3aIIUCh MOJIb30BATEN),
M0/ KOTOPBIM OH OyZIET perucTprUpoBaThCs U paboTaTh Ha JAHHOM KOMIBIOTEPE.

9.19. Mcnonb3oBaHME HECKOJBKHUMHU COTpYAHHKaMH mpu padote B MIC omHOrO M TOTO
K€ UMEHH I0JIb30BaTeNs («TPYNIOBOr0 UMEHHU») 3alPELIeHO.

9.20. Ilpontenypa peructparuu (CO3JMaHHMS YYCTHOM 3alMCH) TIOJB30BaTeNsd U
MpeIOCTaBIeHUs eMy (MM HM3MEHEHHUs ero) mpas jgoctyna k pecypcam MC unHunumumpyercs
3as1BKOM OTBETCTBEHHOIO 3a 3KCIuTyaTanuto nanHod MC. @opma 3asBKu NpUBEeHA HIXKE.

B 3asBke yka3biBaeTcs:

— coJiep)KaHue 3alpaliuBacMbIX U3MEHEHUH (peructpaius HoBoro mosb3oBarens WC,
yaajJeHue y4eTHOW 3amuCH MOJIb30BaTelNsl, pacIIMpPeHHE WX CY)KEHUE IMOJHOMOYUN U IpaB
nocrymna k pecypcam MC paHee 3aperucTpupoBaHHOTO MMOJIb30BATENs);

— JIOJDKHOCTH (C TIOJTHBIM HAaWMEHOBAHHEM CTPYKTYPHOTO Mojpa3zeneHusi), pamumus,
UMS U OTYECTBO COTPYTHHUKA;

— UM TI0JIb30BaTeNs (Y4eTHON 3alKcy) JaHHOTO COTPY/AHUKA;

— IOJTHOMOYHSI, KOTOPBIX HEOOXOJUMO JIMIIUTH I[OJIb30BATENsl WJIM KOTOPBIE
HE00X0IMMO MO0aBUTH MOJIH30BATENO (MyTEM YKa3aHHs peIIaeMbIX IMOJb30BaTEeIeM 3aJad B
HC).

9.21. BasBKy paccMaTpuBaeT PYKOBOJHUTEb, BH3HpYs €€, YTBEpXkKJaas TeM CaMbIM
MPOU3BOACTBEHHYI0 HEOOXOJUMOCTh JIONycKa (M3MEHEHHMs IMpaB JOCTyHa) JaHHOTO
COTPYIIHUKAa K HEOOXOJUMBIM JUIs pelleHHs MM YKa3aHHbIX B 3asiBKe 3a1au pecypcam HC.
3areM NOAMMCHIBAECT 3aJaHHE aJMUHHCTPATOpPy OE30MacCHOCTH HAa BHECEHHE HEOOXOJIUMBIX
MU3MEHEHHUH B CIIMCKU T0JIb30BaTENEN COOTBETCTBYIOIMX noacuctem UC.

9.22. Ha ocHOBaHUU 3a/laHMsl, B COOTBETCTBHHU C JOKYMEHTAIMEel Ha CPEJCTBA 3aIllUTHI
OT  HECAaHKIIMOHMPOBAHHOIO  JIOCTyNa, aJMHUHUCTpAaTOp  O€30MacHOCTH  MPOU3BOJUT
HEOOXO/JMMBIE OIepaluyd IO CO3JaHHui0 (yJaJIEHUI0) YYETHOW 3aluCH  I0JIb30BaTels,
IPUCBOCHUIO €My HayajgbHOTO 3HAYeHHs MapoJii (BO3MOXKHO TAaKK€ PErucTpaIfio
NEePCOHATIBHOTO HACHTHU(HUKATOPA), 3asBJICHHBIX NpaB jgocTyma k pecypcam MC u apyrue
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HEOoOXOMMBIC JEWUCTBUSA, yKa3aHHbIE B 3anaHuu. /[ Bcex MOJIb30BaTeeil JOKEH OBITh
YCTAHOBJIEH PEXXUM IPUHYUTEIBHOTO 3alIpOca CMEHBI IIApOJIsl HE PEKE OJTHOTO pas3a B TEUCHUE
360 nHeit.

9.23.Tlocne BHecCeHHMS W3MEHEHHMHA B CIUCKH TIOJb30BaTEelIel  aJMUHHUCTPATOP
0€30MaCHOCTH  JIOJDKEH 00€CHeunTh HACTPOWKM CPEICTB 3allMThl  COOTBETCTBYIOIINE
TpeboBanusM Oe3zomacHocTy ykazanHOW MC. [lo okoOHYaHWM BHECCHUS M3MCHCHUU B CITUCKHU
[0JIb30BaTeNeii B 3asBKE JENAeTcsl OTMETKa O BBINOJHEHUU 3aJaHusl 3a MOAINUCHIO
WCTIOJIHUTEIS — aJMHHHUCTPATOP O€30MacHOCTH.

9.24. CoTpynHuky, 3aperucCTpHpOBAHHOMY B KadecTBe HOBOTO mois3oBarens HC,
coo0mIaeTcss UMsi COOTBETCTBYIOIIETO €My IOJIb30BaTENsl U MOYKET BBIIaBATHCS MEPCOHATBHBIHI
uaeHTUGUKATOp (i1 pabOThl B PEXMME YCHICHHOW ayTeHTU(MKAIMM) W HadalbHOE(-bIe)
3HaueHue(-us) mapoJisi(-ei), Kortopoe(-pie) OH 00s3aH CMEHUTHb TPH TEPBOM KE BXOJIEC B
CUCTEMY.

9.25. McnionmHeHHBIE 3asiBKa M 33JaHue (33 MOJIKCHI0 aJIMUHUCTpaTOpa Oe301MacHOCTH )
MepeIaloTCsl PYKOBOJUTEIIO HA XpaHEHHUE.

OHU MOTYT BIIOCJIEJICTBUH UCIIOJIb30BATHCS:

— /1711 BOCCTaHOBJICHUSI TIOJTHOMOYMH NoJIb30BaTeneil nocie aBapuit UC;

— 71 KOHTPOJIsl MPaBOMEPHOCTH HAJIMYUSL Y KOHKPETHOTO TOJIb30BaTeNs MpaB J0CTyMa
K TeM win uHeIM pecypcam MC npu pa3zdope KOH(DIMKTHBIX CUTYaIIHi;

— 17151 IPOBEPKHU COTPYAHUKAMH KOHTPOJIUPYIOIIUX OPraHOB MPAaBUIBHOCTU HACTPOMKHU
CpEICTB pasrpaHnyeHus gocryna K pecypcam MC.

10. Tlopsimox KOHTpOJSI COOJIOEHUS YCIOBUW WCIOJIB30BAHHS CPEJICTB 3allUThI
nH(pOpMaIUU, B TOM YHCIIC KPUNITOTpaPHIECKIX

10.1. Mannsriii pazaen [osoxenus onpeneiseT NOpsaI0K KOHTPOJIS COOTIOICHMS
YCIIOBUH UCTIOJIB30BAaHUS CPEJCTB 3aIIUTHI HHPOPMALIUH.

10.2. TexHu4ecKue CpeCcTBA 3aTUTHI HHPOPMAIIUHN SBJISFOTCS BaXKHBIM KOMITIOHEHTOM
Ob KU.

10.3. ITopsaok padoTtsl ¢ Texanueckumu C3U ompeneneH B COOTBETCTBYIOIINX
PYKOBOJICTBaX IO HACTpOiKe U ncnoiab3oBanuio C3U o0s3aTenbHbIX IS HCTIOTHEHUS], KaK
COTpyIHHKaMU 00pabaThIBaIOIIMMK KOH(DUIECHIIMATBHYIO HHPOPMAIUIO, TaK U
aamuHUCTpaTopom 6e3omacHoctu UC.

10.4. TIpaBo npoBepKH COOJIIOICHUS YCIOBHM UCIIOJIB30BAHMSI CPE/ICTB 3alUTHI
uH(pOpPMAaLIUU UMEIOT:

— PYKOBOJIUTENb;

— OTBETCTBEHHBIH 3a 3a1UTy HH(OPMALIUK;

— aJIMUHHCTPATOpP 0€30MacCHOCTH.

10.5. Tlonw3oBatemnto MIC kaTeropuyecku 3ampeniaeTcs:

— o0OpabaThiBaTh KOH(DUIEHIIMAIBHYIO HHPOPMAIUIO ¢ OTKII0YeHHbIMU C3U;

— MeHATb HacTpoiiku C3U.

10.6. AnmuHuCTpaTopy 0€30MACHOCTH 3aMpPENIASTCs] MEHATh HACTPOUKH MPOTPAMMHO -
anmapaTtHeix C3U npeaycTaHOBIEHHBIE CIIEIIUAIMCTOM OPraHU3aIliH, UMEIOIIEH JINIIEH3UIO Ha
JesITeNLHOCTD 10 TEXHUYECKOH 3aiuTe HHPopMaIru, 6e3 CoriacoBaHus C 3TOM
OpraHu3aluen.

10.7. Kpunrorpaduueckue cpecTBa 3aluThl HHGOPMAIMU JOKHBI HCIIOJIb30BaThHCS B
COOTBETCTBUU C TEXHUUYECKOH M IKCILTyaTal[MOHHOMN JOKyMEHTalllel Ha HUX, a TAKXKe B
COOTBETCTBUU C NMPABUIAMH TOJIb30BAHUS UMHU.

11. HOpﬂ}lOK OXpPaHbl U J0ITYyCKA MOCTOPOHHHUX JIUI[ B 3allIHIACMbIC IIOMECIIICHUSA
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11.1. Hacrosiiee IlonokeHue ycTaHaBiMBaeT MOPSAJIOK OXPaHbI (CIaud IOJ OXpaHy)
3amuiiaeMbix nomerenui MC.

11.2. JlomkHa OBITh OpraHu3oBaHa (PU3MUECKas OXpaHa CPEJICTB BBIYUCIUTEIHHOU
TEXHUKU M HOcHUTeneld nmHpopmanuu. J{oMHKHBI OBITH MPEAYCMOTpPEHBI: KOHTPOJb JOCTYyNa B
nomenienuss MC  TOCTOPOHHUX — JIMI, HAJMYWE  HAASKHBIX  NPENSATCTBUH s
HECAaHKIIMOHMPOBAHHOTO NPOHUKHOBeHHs B mnomemenuss MC wu XpaHunuiie HOCHTENen
nHpopManuu, 0COOCHHO B Hepaboyee BpeMsl.

OTBeTCTBEHHBIN 32 oOecnieueHrne 0e30MacHOCTH HH(DOPMAIMH JIOJKCH:

— MOJJICPKUBATh B AaKTYaJbHOM COCTOSIHMM CHHCKH COTPYIHHMKOB JONYIIEHHBIX K
BCKPBITHIO TIOMEIIEHUH, CIMCKH JIOMYIICHHBIX B IIOMEIIEHHS U CIIUCKU NoJik3oBareneid 1C;

— MEPUOAMYECKH KOHTPOJIMPOBATh, OTCYTCTBUE B momemeHusx VC nui, He MMEeonmx
MpaBa HAXOJUTHCS B TAHHOM ITOMEIICHHN;

— MEPUOMYECKH KOHTPOJIUPOBATH KOPPEKTHOCTh OPraHU3aIlUH JIOCTYIA B TIOMEIICHUS
¥ XpaHWIHINA HOCHTENed WHPOpManuu (HAAEKHOCTh 3aMKOB, TOPSJIOK BBIJAYU KITIOUYEH
COTPYIHHMKAM H T.IL.).

11.3. BckppiTHE W 3aKpBITHE TOMEMICHWH  OCYIIECTBIISICTCSI  COTPYIHUKAMH,
paboTaOUIMMK B JAHHBIX TIOMETICHHSIX.

11.4. Tlpu oTCyTCTBHM COTPYAHUKOB, OTBETCTBEHHBIX 32 BCKPBITHE (Cady MOJl OXpaHy)
MTOMENICHNH, TaHHBIE TIOMENICHUS MOTYT OBITh BCKPBITBI KOMHUCCHEH, CO3aHHOI HAa OCHOBAHHUH
MPHKa3a, O YeM COCTaBIISIETCS aKT.

11.5.Tlpu 3akpeiTUM TNOMEMIEHUH M cAadell uX TMO0J OXpaHy COTPYIHUKH,
OTBETCTBEHHBIC 33 MOMEIICHUS TPOBEPSIOT 3aKPBITHE OKOH, BBIKIIIOYAIOT OCBEIIEHHNE, OBITOBBIC
PUOOPHI, OPTTEXHUKY U MTPOBEPSIOT MPOTUBOTIOKAPHOE COCTOSHUE MMOMEIIEHHS, 8 JOKYMEHTHI
U HOCUTENM HHQPOpMALMM HA KOTOPBIX COAEPXKUTCS KOH(QUACHIUAIbHAs HHGOpMAaIUs
yOHUparOTCs JI1 XpaHCHHS B OTIEYaThIBAEMBbIN Ceiid (MeTauTHYecKuii mKad).

11.6. Ilomemenue craeTcs Mo OXpaHy CIIeIYIONUM 00pa3oM:

— 3aKpbIBACT IOMEIICHUE;

— (aKT 3aKpbITHUS TOMEIIEHUS OATBEPIKIAECTCS OXPAaHHUKOM;

— clIaeTCsl MOMEIIEHUE MO MONKUCh € YKa3aHUEM JaThl U BPEMEHU CJIauu 0] OXpaHy.

11.7. CoTpynHuK, UMEIOIIMK TPABO HA BCKPHITUE TOMEIIICHUH:

— MOJIy4aeT Ha IIOCTYy OXpaHbl KIIOYM OT MOMeLeHHs noxa noimuck B JKypHane ¢
yKa3aHHEM JaThl U BPEMEHU;

— Npou3BOAMT 3amnuch B JKypHane o BCKPBITUM MOMELIEHUs C yKa3aHueM (aMWInu U
BPEMEHU;

— MPOU3BOJUT IPOBEPKY UCIIPABHOCTD 3alIOPOB;

— BCKpPbIBAeT OMELICHHUE.

11.8. IIpu oGHapyXeHUH HapyIIEHUH LEIOCTHOCTH OTTUCKOB I€YaTeil, MOBPEKICHUS
3all0pOB MJIM HaJIW4Yus JPYTUX HMPU3HAKOB, YKa3bIBAIOIIUX Ha BO3MOKHOE NPOHUKHOBEHHE B
[IOMEUIEHUE IOCTOPOHHUX JIML, IIOMEIEHUE HE BCKPHIBACTCSA, a COCTABISETCA aKT, B
IPUCYTCTBUHU OXpaHHUKA. O MPOUCILIECTBUM HEMEAJICHHO COOOIIAETCS PYKOBOAUTENO U (MIIN)
OTBETCTBEHHOMY 3a 3alllUTy UH(OpMaLUK.

OHOBpPEMEHHO NMPUHUMAIOTCSI MEPHI [0 OXPaHE MECTa MPOMCUIECTBUS U A0 MPHUOBITUS
JOJDKHOCTHBIX JIMI B IOMEIIEHNE HUKTO HE JOIYCKaeTCs.

11.9. PykoBoauTenb, OTBETCTBEHHBIN 3a oOecrieyeHrne 0e30MmacHOCTH MH(pOpMaluu H
aJIMUHUCTPATOP 0e30macHOCTH OpraHu3yIT MIPOBEPKY NC Ha npeaMer
HECAHKIIMOHUPOBAHHOTO JIOCTYNA K KOHGHUISHIIMATBLHON HHPOPMALIUU 1 HAJIMYUE JTOKYMEHTOB
U MaIIMHHBIX HOcuTenel nudopmaimu.

11.10. Ilpu cpabaTelBaHUH OXPAaHHOM CHUTHAJIM3AMU B CIY)KEOHBIX IMOMEIIEHUSIX B
Hepabodee BpeMs OXpaHHHK COOOIIAET O CIyYMBLIEMCS OTBETCTBEHHOMY 3a MOMELICHUE, WU
OTBETCTBEHHOMY 3a oOecreueHre Oe30MacHOCTH HH(POpPMAalWu, WX PYKOBOIUTENIO, WIIH
aaMuHHUCTpaTopy Oe3omnacHocTu. [lomeleHns BCKpbIBaTh 3alperaercs.
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11.11. [lomemieHnss ~ BCKpBIBAIOTCS ~ OTBETCTBEHHBIM 32  IIOMEUICHHE, WU
PYKOBOJWTENIEM, WM OTBETCTBEHHBIM 3a oOecredeHne O0e30MacHOCTH HWHPOpMaluud B
IIPUCYTCTBUU COTPYAHHMKA OXPaHbI C COCTABJIIEHUEM aKTa.

Eciu oOHapykeHO BTOpXKEHHE B 3allMIIaeMO€ IOMEUIeHHEe, Jajiee Mpoueaypa
IIPOUCXOUT B cOOTBETCTBUH ¢ 1. 11.8 Hacrosmero [lonoxeHus.

11.12. Ilpu nmepenaue neKypcTBa, €CIIM TOMEIIEHHE B TEYCHHUE JHS HE BCKPHIBAIOCH, a
TaK)K€ B BBIXOJHbBIE U Ipa3JHUYHBIE JHU MPUHUMAIOIIAs AECKYPCTBO CMEHA IOCTa OXpaHbI
IIPOBEPSIET LIEJIOCTHOCTh 3allOPOB Ha JBEpPsIX ¢ oTpakeHueM B «OKypHane mpuema u cradu
nexxyperBa» U «OKypHane npuema (caauu) moji OXpaHy peKMMHBIX MMOMEIIEHUN U KIIoUed OT
HUX.

11.13. B cootBerctBHM ¢ TpeOoBaHUsSMHU JjgaHHOTO [lomokeHuss mpu 00paboOTKe
3amuiiaeMo nH@opmanuy B UC UCKITIOYUTH HE KOHTPOJIUPYEMOE NMpeObIBaHNE TOCTOPOHHUX
JUI] B Ipejaenax rpaHul] KoHTpoiupyemon 30HbI WMC, ompeneneHHBIX COOTBETCTBYIOIIMM
MIPUKA30M.

12. Pa3mennenne, cnenuaibHoe 000py10BaHNe, OXPaHA W OPraHU3aIMs PeXUMa B
MOMEIIEeHHUsIX, I/l YCTAHOBJIEHbI KPUNITOCPEACTBA HJIH XPAHATCS KJIIOYeBbIe TOKYMEHThI
K HUM

12.1. Hacrosimee IlonoxeHne ycTaHaBIMBAeT COCTAaB CIIEIUAIBLHOTO 000PYIOBAaHMUSA,
MOpAAOK PpasMCIICHUA, OXpPaHbl M OpraHU3alyu pPEeXHMa B IOMCIICHUAX, I'I€C YCTAHOBJICHBI
KPHUIITOCPEACTBA UIIN XPAHATCA KIIFOUEBBIC JOKYMCHTBI K HUM.

12.2. TlomemeHust 0OECIEYMBAIOTCS TPOYHBIMH BXOJHBIMH JIBEPPMH C 3aMKaMH,
rapaHTHPYIONIMMH HAJACKHOE 3aKPBITHE MOMEIICHU B Hepabouee Bpems. OKHA TOMEIICHHH,
PaCMoJIOKEHHBIX Ha MEPBBIX WM MOCIEAHUX JTa)kaxX 3/aHUN, a TakKe OKHA, HaxOJsIIHecs
OKOJIO TIO’KapHBIX JIECTHUI] U JPYTUX MECT, OTKYyJa BO3MOXKHO NMPOHUKHOBEHUE B PEXUMHbBIE
MOMEILIEHUS TOCTOPOHHUX JIULI, 000PYIYIOTCSI OXPAaHHOM CUTHATU3AIHEH.

12.3. Pa3menienue, crnenuaibHOE O0OpYIOBaHHME, OXpaHa M OPraHHW3allds peXuMa B
MOMEILEHUAX  HMCKJII0YAaeT BO3MOXHOCTb  HEKOHTPOJHUPYEMOTO  HPOHUKHOBEHHUS WU
npeObIBaHUS B HHUX IIOCTOPOHHHMX JIMIL, a TakkKe MPOCMOTpa MOCTOPOHHUMH JIUIIAMU
BeIylIuXcsa TaM padoT.

12.4. PexxuM oxpaHbl NOMEUICHUI, B TOM YHWCJE MpaBuia JOMYyCKa COTPYJHUKOB U
nocerureneil B pabouee U Hepabouee BpeMsi, YCTaHABIMBAET OTBETCTBEHHBIN MOJIB30BATEINb
KPUINITOCPEACTB IO COIJIACOBAHUIO, NPU HEOOXOIUMOCTH, C OINEPaTopoM, B IMOMEIIECHHUIX
KOTOPOTO YCTAHOBJIEHBI KPHUIITOCPEACTBA WM XPAHATCSA KIIOYEBBIE JOKYMEHTHI K HHM.
Y CTaHOBIIGHHBINH PEXUM OXpaHbl MPEIyCMATPUBAET MEPHOJUUECKUN KOHTPOJb 32 COCTOSTHUEM
TEXHUYECKUX CPEACTB OXPaHbI, €CIH TAKOBBIE HMEIOTCS.

12.5. JIgepu crienmoMenieHnii MOCTOSTHHO 3aKpBhITHI HAa 3aMOK UM MOTYT OTKPBIBAThHCS
TOJIBKO JIJIs1 CAHKIIMOHHPOBAHHOTO MPOX0/1a COTPYAHUKOB U ToceTuTeneld. Kirrouu ot BXOAHBIX
JBEpell HYMEpYIOT, YYHMTHIBAIOT M BBIJAIOT COTPYAHHUKAM, HMEIOUIUM IMPaBO JOIMYyCKa B
MOMEILIEHHUs, TI0J] PACIUCKY B KypHalle yueTa XpaHuiuuml. J[yOnmukaTel KItO4Yeil OT BXOTHBIX
JBEpel TaKuX MOMEIICHUH IOJDKHBI XPaHUTHCA B ceiide omepaTopa WIM OTBETCTBEHHOTO
MOJIb30BaTeNs KPUIITOCPECTBAMH.

12.6. JIns mpemoTBpallieHus IpoCMOTpa U3BHE IOMEIIEHHH, HX OKHA 3allUIIat0TCs.

12.7. TlomenieHus,, OKHA KOTOPBIX PACIOJIOKEHBI Ha TEPBBIX WM TMOCIETHUX JTa)ax
3aHUM, a TaKXKe OKHA, HAXOJMSAIIUECS OKOJIO MOXAPHBIX JIECTHUI[ M APYTUX MECT, OTKyna
BO3MOXHO TPOHUKHOBEHHE B PEKHUMHBIE TOMEIIEHUs TOCTOPOHHUX JIHMI], OCHAIIAI0TCs
OXpaHHOW CHUTHATW3allMed, CBSA3aHHON CO CHyKO0OW OXpaHbl 3/JaHUS WM JACKYPHBIM IO
opranu3anuu. VICIpaBHOCTh CHUTHAIM3AIMU TEPUOJUYECKH TPOBEPSETCS OTBETCTBEHHBIM
MOJIb30BATENIEM KPHUITOCPEJACTB COBMECTHO C TMPEACTABUTENIEM CIY)KObl OXpaHbl WM
JSKYPHBIM TI0 OPTaHU3aI[UN C OTMETKOW B COOTBETCTBYIOIIUX KYpHAJIAX.
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12.8. lns XpaHEHUs KIIOYEBBIX JOKYMEHTOB, HKCIUIYaTallHOHHOW W TEXHUYECKOU
JOKYMEHTAIUU, UHCTAJUTUPYIOIIUX KPUIITOCPEICTBA HOCUTEIIEH MPEyCMOTPEHO HEOOX0AMMOE
YHUCIIO HAJISKHBIX METAUIMYECKUX XPAHWIHI, OO0OPYJOBAaHHBIX BHYTPEHHUMH 3aMKaMH C
JIBYMSI DK3EMIUISIpAaMH  KJIIIOYEH W KOJIOBBIMM 3aMKaMU WJIM MPUCIOCOOJICHUSIMH ISt
OTIEYATHIBAHMS 3aMOYHBIX CKBaXWH. OJMH SK3EMIULP KII0Ya OT XPAHWIUILA HAXOIUTCA Yy
COTpPYIHMKA, OTBETCTBEHHOTO 3a XpaHuiuiile. JJyOmukarel Kitoueid OT XpaHWIHIL COTPYIHUKH
XpaHAT B celipe OTBETCTBEHHOTO IIOJIB30BATENsI KpUNTOCcpeAcTB. JlyOnwkar Kiroda ot
XpaHWJIUIA OTBETCTBEHHOTO TIOJIb30BATESl KPUIITOCPEACTB B OINEYATAHHOM yIIaKOBKE
nepeaaeTcst Ha XpaHeHUe ONepaTopy Mo paclucKy B COOTBETCTBYIOIIEM KypHAJE.

12.9. Tlo oxoH4aHun pabodvero JHS MOMEIICHHE W YCTAHOBIICHHBIC B HEM XpaHMIIAIIA
3aKpBIBAIOTCSA, XpaHWIMINA OledyaThiBaloTCa. Haxopsmuecs B TOJI30BAaHUW KIIOYU  OT
XPaHWIUIL JTOJDKHBI CHAIOTCS MOJI PACIUCKy B COOTBETCTBYIOIIEM KypHAaje OTBETCTBEHHOMY
MOJIH30BATEII0 KPUNTOCPEJACTB HIIM YIOJIHOMOYEHHOMY (I€KYPHOMY), KOTOPBIE XPaHAT 3TH
KJIFOUU B JINYHOM WJIH CTICIIMAIIEHO BBIJCIIEHHOM XpaHUJIHUIIIE.

Kitoun OT pexXUMHBIX TOMENICHUH, a Takke KIY OT XpaHWUJIUIIA, B KOTOPOM
HaxOoJATCS KJIIOYH OT BCEX APYrUX XPaHWIHIL PEKUMHOTO TMOMEIICHHS, B OTICYaTaHHOM BHJIE
CHAIOTCS TIOJI PACIIUCKY B COOTBETCTBYIOIIEM J>KYpPHAJIE CITYKObI OXpaHbl WM JACKYPHOMY I10
OpPraHu3alMi OJHOBPEMEHHO C Tepedadyel mojJ oxpaHy camMux nomenienuil. Iledarn,
MpeAHa3HauYeHHbIE IS OMNeYaThIBAaHUS  XPAaHWIWIN, HAXOJATCA Yy  TOJIb30BaTENeH
KPHUIITOCPEACTB, OTBETCTBEHHBIX 32 OTH XPaHUJIHUIIIA.

12.10. IIpu yrpaTe KiIro4Ya OT XPAHUIIUIINA WIH OT BXOJHOW JBEPU B MIOMEIICHHE 3aMOK
3aMEHSIETCA.

12.11. TTomemnieHns, HaXOJAIIMECS B HHUX OTICUaTAHHBIC XPaHWJIMINA MOTYT OBITh
BCKPBITBI  TOJIBKO  TOJIb30BATEJSIMM  KPUIITOCPEIACTB, OTBETCTBEHHBIM  II0JIb30BaTEIIEM
KPHUIITOCPEACTB WA ONIEPATOPOM.

[Ipu oOHapyXKeHUH MPU3HAKOB, YKA3bIBAIOLUIUX HA BO3MOXKHOE HECAHKIIMOHHPOBAHHOE
IIPOHUKHOBEHHE B ATH IOMEIIECHUS WIM XPAHWIMIIA MOCTOPOHHUX JIMI, O CJYyYHBIIEMCS
HEMEJIEHHO COOOIIaeTCsl OTBETCTBEHHOMY I0JIb30BATENI0 KPUIITOCPEJCTB HIJIM OIEPATOpY.
[IpuOBbIBIINIT OTBETCTBEHHBIM IOJIH30BATENh KPUITOCPEACTB OLEHUBAET BO3MOXKHOCTD
KOMIIPOMETAllMA XPAHAIIMUXCS KIIOUEBBIX M JIPYTUX JOKYMEHTOB, COCTaBIIIET aKT H
MPUHUMAET, TpU HEOOXOTUMOCTHU, MEpPbl K JIOKaJU3alUU TMOCIEICTBUNA KOMIIPOMETAIUU
KOH(UICHIIMATBHBIX JAHHBIX U K 3aMEHE CKOMIIPOMETHPOBAHHBIX KPUIITOKITIOUEH.

12.12. Texuuueckoe  oOCHyXHMBaHHE  000pynOBaHMs, (YHKIMOHUPYIOIIETO  C
KpUIITOCPEACTBAMU, M CMEHA KPHUIITOKIIOUEH OCYILIECTBIISIIOTCA B OTCYTCTBHUE JIML, HE
JOTYIIEHHBIX K paboTe ¢ JaHHBIMU KPUIITOCPEICTBAMHU.

Ha Bpems oTCyTCTBUS MOJIb30BaTEICH KPUITOCPEACTB yKazaHHOE 00OpYyIOBaHUE, MpU
HAJIMYUU TEXHHUYECKON BO3MOYKHOCTH, BBIKIIOYEHO, OTKIIFOUEHO OT JIMHUU CBSI3U U yOpaHO B
OI€YaThIBAEMbIE XPaHUJIUIIIA.

13. Ilopsigok cTupaHusi 3amumaemMod MHGOPMAIUM M YHMUYTOKEHHUS HOCHTeJei
3amumaeMo uHgopmanuu

13.1. B 06s13aTenbHOM MOPSAKE YHUUTOKEHHUIO MOJJIEKAT MOBPEXKIEHHBIE, BBIBOAUMBIE
U3 OKCIUTyaTallid HOCHUTENM, COJepXKallie 3alldIlaeMyl0 HH(POpMalUIo, HCIOJIb30BaHUE
KOTOPBIX HE IMpeArnoJyiaracTcst B AanpHeimeMm. CTUpaHHUIO MOAJIEKAT HOCUTENH, COJEPIKAIIUE
3alMIaeMyr0 MHQOpMalKIo, KOTOpble BBIBOJATCA W3 dKciulyaranuu B coctaBe MC. He
JIOTIYCKAeTCsl CTUPAHUE HEMCIPABHBIX HOCHUTENEW M Iepefada UX B CEPBHUCHBIM LIEHTP VI
pemoHTa. Takue HOCUTENN JOKHBI YHUUTOXKAThC B COOTBETCTBUU C HACTOSALIUM MOPSAKOM.

13.2. Ctupanue I0JDKHO MPOM3BOJUTHCA MO TEXHOJOTHH, MPEIyCMOTPEHHOM JUIs
JAHHOTO THUIA HOCUTEJS, C IPUMEHEHHEM CEePTU(UIIMPOBAHHBIX CPEACTB T'apaHTUPOBAHHOTO
YHUYTOKEHHUs HH(pOpMaIUU (I0IycKaeTcsl 3a/IeiiCTBOBAaTh MEXaHU3MbI 3aTHPAHUS BCTPOCHHBIE
B CepTU(UIIMPOBAHHBIE CPEACTBA 3AIIUTHI HHPOPMALIUH).
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13.3. YHHUTOXKEHHE HOCUTENECH MPOU3BOAUTCS IMyTEM HAHECEHUS UM HEYCTPaHUMOTO
(U3NYECKOTO TOBPEKCHUS, HCKIIIOYAIOIIETO BO3MOXKHOCTh HMX HCIIOJIB30BAaHUS, a TaKXKe
BOCCTAaHOBJICHHsI MH(opManmu (Tepel YHHYTOKEHHUEM, €CJIM HOCUTENIb MCIPABEH, JOJKHO
ObITh ~ TPOM3BEACHO  TapaHTUPOBAaHWE  CTUpaHUE  WHPOPMALMM  HA  HOCHUTEIE).
HenocpencrBeHHble JeHCTBUS IO YHUYTOXKEHUIO KOHKPETHOTO THIIA HOCUTENS JOJDKHBI OBITH
JOCTaTOYHBI JUIsl UCKIIIOUYSHHUS BOZMOKHOCTH BOCCTaHOBJICHUS HH(DOPMAITHH.

13.4. BymaxxHple W TIPOYUE CTOpaeMble HOCHTENH (KOHBEPTHI C HEHCIIOJB3yEMbBIMH
Oosee MapoisIMM)  YHHYTOXKAIOT TYTEM  CKWTAHWS WM € TOMOINBIO  JIFOOBIX
Oymarope3aTeJIbHBIX MaIlTuH.

13.5.Tlo (akTy yHHUYTOKEHUS WM CTHUPAHUS HOCHTEICH COCTaBIACTCS aKT, B
KypHaJlax ydera JeJIaloTCs COOTBETCTBYIOIINE 3AMUCH.

13.6. [Iponienypsl CTUpaHUS U YHHUTOKEHHSI OCYIIECTBIISIOTCS KOMUCCHEH, B KOTOPYIO
BXOJIAT: OTBETCTBEHHBIH 3a skcrutyarauuio MC, oTBeTcTBEHHBIH 3a 3amuTy HHGpOpMAaIuy,
aJIMMHHCTpATOp 0€30MacCHOCTH.

14. llopsaiok nepegayu U XxpaHeHUus1 KOH(puAeHUMAIBHOI HHGOpMALMHU

14.1. Tlpu nepenade koHpuaeHIMaNIbHON MHPOpManuu rpaxaan OmnepaTop IOJKEH
coOiroAaTh cienyromre TpeOoBaHus:

14.1.1. He coobmath koH(HICHIIMATbHBIE TaHHBIE TPEThEW CTOPOHE 0€3 MIUCHMEHHOTO
corjacusi TpaXJIaHWHA, 3a WCKIIOYCHHWEM CJIydaeB, KOTJa 3TO HEOOXOIUMO B IICNIAX
MIPEIYIIPEKICHUS YTPO3bI )KU3HU U 3JI0OPOBBIO PaOOTHHKA, a TAKKE B CITydasx, YCTAHOBJICHHBIX
(dhenepanbHBIM 3aKOHOM.

14.1.2. He cooOmarh KOH(PHUACHIHAIbHBIC TaHHBIE TPAKIAHWHA B KOMMEPUYECKHUX
nensx 0e3 ero muchbMeHHOTo cornacusi. OOpaboTka KOHGUACHIIMATBHBIX JaHHBIX TPaXKIaHUHA
B IIEJISIX TMPOJBIDKEHHS TOBApOB, padOT, YCIAYyT HAa PBIHKE ITyTEM OCYIIECTBICHUS TPSIMBIX
KOHTAKTOB C TIOTCHIIMAIbHBIM MOTPEOUTENIEM C TIOMOIIBIO CPEJICTB CBSI3U JIOMYCKAETCS TOJIBKO
C €r0 MPEABAPHUTEIIBHOTO COTJIACHS.

14.1.3. IlpenynpeauTs JIHII, TOJTYYHBITUX KOHPUICHIIMAIBHBIC JaHHBIC TPAKIAHUHA, O
TOM, YTO 9TH JAaHHBIC MOTYT OBITh MCIIOJIB30BAHBI JIUIIb B LEJIAX, /11 KOTOPBIX OHU COOOIIEHBI,
u TpeboBaTh OT JTHX JIMI[ MOATBEPXKIEHUS TOTO, YTO ATO MpaBmwiIo cobmonaeHo. Jluia,

IMOJIYYHUBIOHC KOH(bI/II[eHI_[I/IaJ'IBHBIe JaHHBbIC, 00s13aHbI CO6J'IIO,Z[aTI> PECIKHUM
KOH(bI/II[eHI_[I/IaJ'II)HOCTI/I. C JaHHBIMHW JIMIIaMH OnepaTop IO AU CHIBACT Cornamenne o
KOH(bI/II[eHI_[I/IaJ'II)HOCTI/I.

Jannoe IlonoxxeHune He pacnpocTpaHsaeTcs Ha 0OMEH KOH(PHUACHIIMAIbHBIMU JTaHHBIMHU
IpaXkJaH B MOPSJIKE, yCTAHOBJICHHOM (eiepabHBIMU 3aKOHAMH.

14.1.4. OcymecTBnATh nepeadyy KOH(PHUISHIUANBHBIX JaHHBIX TpaXkJaH B Mpeenax
Opraau3anuy B COOTBETCTBUH ¢ HacTosMM [lomosxkeHuem.

14.1.5. Pa3pemiat JOCTynm K KOH(UICHIMAIBGHBIM JAHHBIM TpaXKJaH TOJBKO
CHEIHAbHO YIOJHOMOYEHHBIM JIMIAM, MPU 3TOM YKa3aHHbIE JIMLA JOJDKHBI MUMETh IPaBO
MOJIy4aTh TOJILKO T€ KOH(GUACHIIUATIbHBIE JaHHbIE, KOTOPbIE HEOOXOAUMBI UM JJISl BHITIOJTHEHUS
KOHKPETHOU (QyHKITHH.

14.1.6. [lepenaBatey KOHGUACHIMATbHBIE NaHHBIE TPaXJaH HX MPEICTABUTENISIM B
MOPSIJIKE, YCTAHOBJICHHOM 3aKOHOJaTeNnbcTBOM Poccuiickoii denepaliiv, U OrpaHUYMBATE ITY
HHMOPMALIUIO TOJBKO TeMHU KOH(HUACHIUATbHBIE ITaHHBIMU, KOTOpbIE HEOOXOIUMBI IS
BBITIOJIHEHUS YKa3aHHBIMU NPECTaBUTENAMU UX (DYHKITUH.

14.2. XpaneHue 1 UCIOJIb30BaHNE KOH(UICHIIMATBHBIX JAHHBIX TPaXIaH:

14.2.1. KonduaeHuuanpHbple JaHHBIE TpaXKAaH o0OpabaThIBAIOTCS U XPaHATCS B
noapazaenenusx MBJIOY «/lerckuit cag Ne 70».

14.2.2. KonduaeHuuanpHple TaHHBIE TPaXJaH MOTYT OBITh TOJYYEHBI, MPOXOIHTH
JanbHENITyt0 00pabOTKy U TepeaaBaThCsl HAa XpaHeHHe, KaKk Ha OyMa)KHBIX HOCHUTEISX, TaK U B
AIIEKTPOHHOM BHJIE.
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14.3. Tlpu mosydyeHnHn KOH(MUACHIMAIBHBIX JAaHHBIX HE OT TpaXIaHuHA (3a
UCKJIIOUECHHEM CIIy4aeB, €ClIM KOH(QUACHIMAIbHBIE JaHHbIC ObBUIM TPEJIOCTABICHBI Ha
OCHOBaHMHU (elepaTbHOr0 3aKOHA WIM €CIU KOH(HICHIMAIbHbIE TaHHbIC SBISIOTCS
obmenoctynueiMu) OnepaTtop A0 Hadana oOpabOTKM TakuX KOH(PHICHIIUAIBHBIX JTaHHBIX
00s13aH MPEIOCTABUTh TPAKAAHUHY CIEAYIOIYI0 HHPOPMALIHUIO:

— HauMeHoBaHue ((daMuiaus, uMs, OTYECTBO) M aapec omeparopa WIH €ro
IIpe/ICTaBUTES;

— 11e)1b 00pabOTKH KOH(MHUICHIIMATBHBIX JIAHHBIX U €€ PAaBOBOE OCHOBAHUE;

— TIpeAIoJIaraeMbie T0JIb30BaATENN KOH(PHICHIINAIBHBIX JaHHBIX;

— ycraHoBiieHHble DenepanbHbiM 3akoHOM Poccuiickoit ®@enepanuu ot 27.07.2006
Ne 152-03 «O nepcoHambHBIX JaHHBIX» IPaBa CyObEeKTa MEPCOHATBHBIX TaHHBIX.

15. llopsanoxk  B3auMojeicTBMA ¢ HH(OPMALUMOHHBIMM  CeTSIMH  001Iero
N0J1b30BaAHUA

15.1. lanueiii  mopsiiok  ompeneneH, wucxoas wu3 Tpebosanmit PJ[  «Cpencrsa
BBIYUCIIUTEIIPHON TEXHUKH. MeEXKCEeTeBble OJKpaHbl. 3alldTa OT HECAHKIMOHUPOBAHHOTO
noctyna K uHpopmanuu. [TokazaTenu 3alUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JOCTYyIMA K
nH(pOpMaLUKY», HACTOALIETO TOKYMEHTA, a TAK)KE CIEAYIOIUX OCHOBHBIX YIpo3 0€30MacHOCTH
nH(pOpMaNUK, BO3HHUKAIOIIUX TPH B3aUMOJCHCTBHU C HH(POPMAIIMOHHBIMU CETSMU OOIIEro
nonb3oBanus ([anee — Cern):

— HECAHKI[MOHUPOBAHHOTO JIOCTyNa K MHGpOpMaIMK, XpaHsuieiics u obpadbaTeiBaeMO
Bo BHyTpeHHHUX JIBC (cepBepax, paOouux CTaHIMSIX) WIM HAa aBTOHOMHbIX [IDBM, kak u3
Cereit, Tak 1 u3 BHyTpeHHUX JIBC;

— HECAaHKI[MOHUPOBAHHOTO  JIOCTyNa K  KOMMYHHUKAIlHOHHOMY  OOOpYIOBaHUIO
(MapmpyTHU3aTopy, KOHIIEHTPATOpy, MOCTY, MYJIbTUILIEKCOPY, cepBepy, Web/Proxy cepsepy),
coequustonieMy BHyTpennue JIBC opranuzanuu ¢ Cetsimu;

— HECAaHKIIMOHHPOBAHHOTO JIOCTYyNA K JaHHBIM (COOOIICHUSIM), TIEPEAaBaAEMbIM MEXKITY
BHyTpeHHUMU JIBC u CeTsiMu, BKITFOYast ©X MOIU(BUKAITNIO0, UMUTAIMIO U YHUUTOXKCHUE;

— 3apakKeHUs MMPOrPaMMHOT0 00ecreueHrs KOMITbIOTEPHBIMU «BUpycamu» u3 CeTu, Kak
MIOCPEJICTBOM IpHEMa «3apaKeHHBIX» (ailioB, Tak U nmocpeactBoMm E-mail, anmneToB si3bika
JAV A u o6bextoB ActiveX Control;

- BHEIPEHUS MPOrpaMMHBIX 3akiIafok ¢ 1enbto noxydenus HCJl xk undpopmanuu, a
TaKoKe ae3opranusanuu padotel BHyTpeHHer JIBC u ee B3aumoeiicteus ¢ Cersamu,

- HECAaHKIIMOHMPOBAHHOM TMepefaun 3amuuiaeMor KOoH(UIeHIIHaIbHON uH(bOpMauu
JIBC B Certp;

— BO3MOKHOCTH TiepexBata uHopmarmu BHyTpeHHed JIBC 3a cuer mnoOOYHBIX
AJIIEKTPOMArHUTHBIX HM3Jy4eHUH ¥ HAaBOJOK OT OCHOBHBIX TEXHHUYECKUX CPEJCTB,
00OpabaThIBaIOINX TaKyl0 HH(POpMAIIHIO.

15.2. Tlogxmtouenne k CeTu aOOHEHTCKOTO IYyHKTa OCYHIECTBISETCA IO PEIICHHUIO
PYKOBOJIUTEIIS OpraHU3allii HA OCHOBAHUHU COOTBETCTBYIOIIET0 000CHOBAHUSI.

15.3. O6ocHoBanue HeoOxoaumocTu noakaodeHust All k CeT TOMKHO coepKaTh:

— HauMeHoBaHne CeTH, K KOTOpPOM OCYIIECTBISIETCS TMOJKIIOUYEHUE, W PEKBU3UTHI
opranmu3zanun-siaaensia Cetu u nposaiiaepa Cetu;

— COCTaB TEXHUYECKUX CPENCTB i o6opynoBanus All;

— Mpe/roiaraeMbpie BHIBI paboOT M MCIOJIb3yeMble npukiaaHbie cepsrckl Cetu (E-Mail,
FTP, TelNet, HTTP u 1.1.) s AIl B eioM | Ui KaXI0ro abOHEHTa, B YaCTHOCTH;

—pexum mnonximroueHus All u  abonentoB k Ceru (MOCTOSIHHBIM, B T.4.
KpYIJI0CYTOYHBIN, BDEMEHHBIH);

—cocTaB OOIIero M TEeNeKOMMYHHUKAIIMOHHOTO MporpaMMHOro obecrneuenus All u
abonenToB (OC, KITUEHTCKUE MPUKIIAAHBIE IPOTPAMMBI JJIsl CETH - Browsers u T.11.);



22

—4YHUCIO0 M TEpPEuYeHb INPEaroaracMplx aOOHEHTOB (JAMana3oH HCIoJb3yeMblx [P-
aJpecoB);

— Mephl U cpenactBa 3amuthl HHGopMmaruu ot HCJI, koTopsle OyayT MpUMEHSITHCS Ha
AIl, opraHu3anus-u3roTOBUTENb, CBEJICHUS O CepTU(UKAINU, YCTAHOBIINK, KOH(MUTYpALUs,
mpaBmiIa paboThl C HUMH,

— IIepeYeHb CBEJICHUIN KOH(PUIEHIIMAIBHOTO XapaKkTepa, 00pabdaTbiBaeMbIX (XpaHUMBbIX)
Ha All, noanexamux nepeaaye v noisydaemoix u3 Ceru.

15.4. Tlopxkmouenne k Cetu All, mpencraBisitolmiux co0oil BHYTpEHHUE (JIOKAJIbHBIE)
BBIYHCITUTEIIBHBIC CETH, Ha KOTOPBIX OOpadarbiBaeTcs wuH(MOpPMANHS, HE pa3pelicHHAs K
OTKpPBITOMY OIYOJIMKOBAHMIO, Pa3pelIaeTcsl TOJIbKO Mociie ycTaHOBKU Ha All cpencTB 3amuThbl
uHpopmanuu ot HC/I.

15.5. Tlogkmouenne  JIBC  mpennpusitust  (yupexxaenus)) Kk CeTh  JTOJKHO
OCYIIECTBIISITHCA Uepe3 Cpe/cTBa pasrpanndeHus nqocryna B Bugae MO (Firewall, bpanamayap).
He nomyckaercs mnoakmouenue JIBC x Cetm B o006xon MD. MD  noKHBI  OBITH
cepTU(UIIMPOBAHBI 110 TPeOOBaHUSIM 0€30MacHOCTH MH(OpMAITUH.

15.6. Hoctyn k MD, Kk cpenctBam ero KOHGHUTYPHPOBAHHS JOJDKEH OCYIIECTBISTHCS
TOJBKO AAMHHHCTpaTOpoM Oe3omacHOCTH. CpelcTBa yAaJeHHOTo yrnpaBieHUs MO NOJKHBI
OBITh UCKJTFOYCHBI U3 KOHPUTYpAITHH.

15.7. Ha texaudeckux cpencrBax All 10pKHO HaXOIUTHCS MPOrPaMMHOE 00ecTieUeHUE
TOJBKO B TOM KOH(UTYypaIuu, KOTopas HeoOXoauMa JUIsi BBITOJTHEHHUS padoOT, 3asBICHHBIX B
obocHoBanun HeoOxomumocT TnoakmoueHuss All k  Cerm  (00OCHOBaHHWE  MOJXKET
KOPPEKTUPOBATHCSA B YCTAHOBJICHHOM B OPTaHU3alMU MOPSAKE).

15.8. YcranoBky MIPOrpaMMHOT0 obecnieueHus, 00ecreynBaroero
¢dbyaxuuonupoBanue All, 70KeH BBITIOIHATH TOJIBKO AJMUHUCTPATOP O€30MaCHOCTH.

15.9. YcranaBnuBaeMble MEXKCETEBBIE OSKpPaHbl JOJDKHBI COOTBETCTBOBATH KIIACCY
samumaemoro All (AC) u orBeuars TtpeboBanusim PJ[I DPCTOK Poccum «Cpencrsa
BBIUMCIIUTEIBHON TEXHUKH. MeXCceTeBble HKpaHbl. 3allluTa OT HECAaHKIHOHUPOBAHHOTO
noctyna k uHpopmanuu. [Tokazarenu 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K
nHpopMaumy.

15.10. C31U HCJI, ycranaBnuBaemass Ha aBTOHOMHYI0 [IDBM, pabouue craHmuu u
cepBepsl BHyTpeHHel JIBC mnpennpustus npu o0OpaboTke Ha HHUX KOH(MUIESHIIUATBLHOMN
nH(pOpMaLIKH, T0JKHA OCYIECTBIATh:

— UICHTU(UKALMIO U ayTeHTU(HUKAIUIO MOJb30BaTeNell MpH JOCTYIE K aBTOHOMHOMU
I[I5BM, pabouum craniusm u cepepam BHyTpeHHel JIBC mo naeHTH(GUKATOPY U MTApOJIIO;

— KOHTPOJIb JIOCTYIa K pecypcaMm aBToHOMHOUW [I9BM, pabounx cTaHIMA U cepBEpPOB
BHyTpeHHel JIBC Ha ocHOBE JUCKPEMOHHOTO MPUHIINIIA;

— perucTpainuio J0ocTyna K pecypcam aBToHOMHON [I9BM, pabouux craHuumii u
cepepoB BHyTpeHHel JIBC, Bkimtouas noneitkn HC/;

— peructpanuio (akToB OTHPABKUM M MOJIydeHUsT abOHEHTOM cooluieHuit (daiios,
MUCeM, TIOKYyMEHTOB).

IIpu stom C3U ot HCJl nmomxkHa 3ampemaTh 3amyck abOOHEHTOM MPOU3BOJIBHBIX
MporpaMm, He BKIIOYEHHBIX B COCTaB MporpaMMHOTro obdecrieuenus All.

Monaudukanust koHpurypauuu mnporpammHoro oOecrneuenuss All nmomkHa OBITH
JOCTYITHA TOJIBKO CO CTOPOHBI AJIMHUHHCTpATOpa 0€30MacHOCTH.

CpenctBa perucTpalii U perUCTpUpyeMble JaHHBIE JOJDKHBI OBITh HEAOCTYIHBI IS
aboHeHTa.

C3U ot HC/I momxkHa OBITH IIEIOCTHOM, T.€. 3alIMIEHHON OT HECAHKIIMOHUPOBAHHOMN
MOAU(HUKAIIIN U HE COJIeprKaIlel myrei 00Xo/1a MEXaHU3MOB KOHTPOJIS.

TectupoBanue Bcex Gpynkuuii C3U ot HCJI ¢ moMombpio CrieruanibHbIX TPOTPaMMHBIX
CPEICTB J0JKHO MPOBOUTCS HE PEXKE OJHOTO pasa B IO,

15.11. B mensix KOHTpOJs 3a MPAaBOMEPHOCTHbIO HUCINOIb30BaHUs All u BbIsBIEHUS
HapylieHuii TpeboBaHuil Mo 3anmTe HHGOpPMaIUK:
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— OCYIIECTBJIATH aHanu3 npuHuMaeMoi u3 Ceru u nepenasaeMoii B CeTs HHPOpMALIUY,
B TOM UHMCJI€ HAa HAJINYUE KBUPYCOBY;

— MPOBOJMTH TOCTOSIHHBIM KOHTpPOJIb HMH(pOpManuu, nomemaemMor Ha Web-cepBepsl
TPEINPUATHS.

15.12. AGonentsl Cetn 00s3aHbL:

— 3HAaTh NOPAAO0K perucTpanuu u B3aumoeicteus B Ceru;

— 3HaTh MHCTPYKIUIO N0 obecnieueHuo Oe3omacHocTH nHpopMmaryu Ha All;

—3HaTh TMpaBwia paboOTel co cpeactBamu 3ammuthl  uHGopMmamuu ot HC,
ycraHoBineHHbIMU Ha All (cepBepax, pabouux cranuusax All);

-—YMETb I10JIb30BaThCs CPEACTBAMM aHTUBUPYCHOM 3alllUTHI;

—mociie okoH4aHust paboTel B CeTu mpoBepuTh CBoe paboyee MECTO Ha HaAIWYUe
«BHPYCOBY.

15.13. Bxopmsmue u wucxojsduie cooOmeHus (¢ailyibl, JOKYMEHTBI), a TaKke
ucrnoJsib3yemble npu padote B CeTu HOcuUTeNW HMH(OpPMAlMK YUWUTBHIBAIOTCS B JKypHaiax
JIeTIONIPOU3BOCTBA.

15.14. Ilpu pabote B CeTn KaTeropuueCcKU 3arperiaercs:

- MIOJIKJIF0YATh TEXHUYECKUE CPEJCTBA (CepBepbl, paboyre CTaHIUH), UMEIOLIUE BBIXO]T
B CeTp, K ApYrUM TEXHHUYECKUM CpEICTBaM (CETSIM), HE OINpeAeseHHbIM B 0OOCHOBaHHUH
moakodeHus Kk CeTu;

— U3MEHATh COCTaB U KOH(UTypaIuio MpOrpaMMHBIX U TexHHuYecKux cpenacts All 6e3
CaHKIUU aJIMUHHUCTPATOPa U aTTECTAllHOHHON KOMHUCCHUU;

— IPOU3BOAUTH OTIPABKY JIaHHBIX 0€3 COOTBETCTBYIOLIETO Pa3pelICHHS;

— UCTOJIb30BaTh 3aperuCTPUPOBAHHBIE HOCHUTENM WHGOpPMalUMU Ha pabOYUX MecTax
JIPYTUX CUCTEM (B TOM 4YHCie U aBTOHOMHBIX [I9BM) 6€3 cOOTBETCTBYIOIIEH CAHKITUH.

15.15. KoHTpoJsib 3a BBITIOJTHEHUEM MEPOIPHUATHH MO0 00ECTeUeHUI0 0e30TMacHOCTH
nHpopmanuu Ha All Bo3maraercs Ha AJMUHHCTpaTOpa O€30MACHOCTH, PYKOBOIUTEIICH
COOTBETCTBYIOLIUX MOAPA3AEICHUH, ONPeIeIEHHBIX TPUKA30M 10 OpraHU3aIHH.

16. 3aka0unTebLHBIE TOJIOKEHHUS.

16.1. TpeboBanus Hactosimero I[lososkeHust 00s3aTeNBbHBI UISI BCEX COTPYIHUKOB
o0OpabaThIBarONUX KOH(QUICHIIUATLHYIO HHHOPMAIIHIO.

16.2. Hapymenue TpeOoBanuii  Hactosimero IlomoskeHuss Bieder 3a  coOoit
JTMCUUIUIMHAPHYIO,  TPaXIAHCKO-TIPABOBYIO,  AJMHUHUCTPATHBHYIO  WJIU  YrOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUH C 3aKOHOJATEIbCTBOM Poccuiickoit denepanmu.
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[Tpunoxenue 2
K [Ipukazy Ne
OT« __ » 20 T.

Tunosas popma
paspelnieHus (I0mycKa) Ha aBTOMAaTU3UPOBaHHYI0 00paboTKy HH(pOpMAIIH

I'pu cexpernoctu
Ox3. Ne

YTBEPX/IAIO
PykoBoauTeNh CTPYKTYPHOTO TIOPA3ICTICHHS,
OTBETCTBEHHOTO 32 3KCILTYaTalHIo
o0bekTa nHpopMaTu3aluu

/ /

& » 20 .

PA3PEHIEHHUE Ne
Ha aBTOMaTU3UPOBaHHYIO0 00paboTKy HHbOpMaIuu (TIPOU3BOICTBO PACUETOB, Pa3paboOTKy
3aauM (TpyMIbI 3aa4)

[EY

. HaumenoBanue paboThl:
2. OcHOBaHMe IS BBIIIOJIHEHMUS, 11€J1b, U Ha3HaUY€HHE PaboThI:

3. 3aka3pIBaroiee mojapasaeneHue (oTaeneHnue, OTaeN, ciyxoa):

4, Gamunus ¥ MHUIHAIIBI UICTIOJTHUTENS (MCTIOJTHUTENICH ):

5. [lepuoaguaHOCTB TTPOBEACHHMS (CPOKH BBITIOJTHEHHMSI) padoT:

6. Bunel xoHbuaeHuuanbHOW HHQOPMAIMKM, KOHTPOJBHBIX pacneyaTok (B TOM 4HCIE
MIPOMEXYTOUHBIX PE3YJbTaTOB PEIICHUs 3a/1ay):

7. MecTo U CpOKH XpaHECHHs, YUETHbIC HOMEpa HOCUTelel nH(pOopMaIuy, 3a/IcHCTBOBAHHBIX B
00paboTke nHpopmanuu, M0JIH30BATEITH uHdopmaruein u HOCHUTEISAMU
nHpOopManuu:

8. HaumeHoBaHHE M KOJIMYECTBO HK3EMIUIIPOB (OPMHUPYEMBIX BBIXOJHBIX JIOKYMEHTOB,
CTEIEHb ux CEKpETHOCTH, KOMY IIPEIOCTABIISAIOTCS BBIXOJIHbIE
JOKYMEHTHI:
Jpyrue TpeGOBaHUS U yKa3aHUS:

(Mata, nognuce, GaMHUINs U HHANUAIEI HCIIOIHUTEI)

COI'JTACOBAHO
PykoBomuTenp noapasaeneHus
0 3aIIuTe HHPOPMAIHN
(oGecrieuenust 6€30MaCHOCTH MH(POPMALIUH)
/ /
« » 20 1.
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[Tpunoxenne 3
K [Ipukazy Ne
OT« __ » 20 1.

Tunosas dopma xyprana npuema-niepernaun CBT u yuera Bpemenn
00paboTku nHpOpMaIHH

KYPHAJI
npuema-nepeaayn CBT u yyera Bpemenn 00padoTku nungopmanum

Ne Jlara Qamunus u Ne mewatu Ha ITognuce B mpuemke | Bpems Havanma
/11 WHUIA AL CUCTEMHOM OJIOKE CBT paboThI
1 2 3 4 5 6
Bpewst VYcnoBHOE HAMMEHOBaHUE Tomies o Tomes
paboThl, BUJ
OKOHYAHUS . nepesarpyske u ciaye aJMMHHCTpaTOpa
paBoTEL KOHPUIACHITHATHHOMN pesarp (}?IISBT a1 a A ép p
nHdopmanuu
7 8 9 10
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[Tpunoxxenue 4
K [Ipukazy Ne
OT« __ » 20 T.

Tunosas popma 3asiBKH Ha KOIMPOBaHUE (PA3MHOKEHHUE) TJOKYMEHTOB

COI'NTACOBAHO YTBEPXAIO
PykoBoauTens noapazieneHus o 3amre PykoBoauTtens CTpyKTypHOTO
nHdopmaruu (obecrieueHus MOpa3ICICHUS

0e30macHOCTH UH(pOPMALUH

« » 20 . « » 20 1.

3ASIBKA
Ha KONMPOBaHUe (Pa3MHOKeHHe) JOKYMEHTOB

[Tonpasnenenne

HaunmenoBanue paboThI

(KomMpoBaHUe, pa3MHOXEHHE)

Ne | Bun koHGUACHITMATBHOM KonnuecTBo IMCTOB B Tpebyemoe KOTMIeCTBO
n/m | uHOpPMAITUU OpUTHHAIA OpHUTHUHAJIC KOTIHIA
1 2 3 4
BrimonHenue padot
YueTHble HOMEpPA HOCUTENEH
KonunuectBo KonuuecTBo KosnnuecTBo
uH(bOopMaIK, Ha KOTOpPbIE
W3TOTOBJICHHBI JIMCTOB B OpaKoBaHHBIX
. MPOU3BEICHO KOMPOBAHUE
X KOTIM IK3EeMILIAPE JIUCTOB
(pacrieyaThIBaHUC)
5 6 7 8

(mata, moamuch, GaMHUIUs U HHHITAAIIBI
WCITOJTHUTEIIS )

OTMGTKy B (bopMe y4€Ta JONIOJTHUTCIIBHO U3TOTOBJICHHBIX
9K3EMIIIIPOB JOKYMCHTOB IIPOU3BEIT
OTBETCTBEHHBIN 3a y4aeT

(naTa, IO AIMUCH, (baMI/IJ'II/IH U MHHUIIHNAJIBI I/ICHOJ'IHI/ITGJ'ISI)
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[Tpunoxxenue 5
K [Ipukazy Ne

OT « »

20

TumoBast popma
YKypHAJIa ydeTa CTHpaHust TH(QOpMAIim

KYPHAJI
ydera ctupanusi uHgopmMauun
Twrn MarHUTHOTO HOCHUTEIS], C KOTOPOTO
No Mara n Mudp cTUpaercsi uHbopManus
- BpeMs 3a71a49u I'uOxnii KecTknit
n/m OneparuBHas . .
cTUpaHus | (3a7aHust) MarHuTHBIN | MarHUTHBIN
namMsTh
JICK JTICK
1 2 3 4 5 6

damunmsg u DO AIIUCH JIMIIA,
IMPOU3BOJUBIICTO CTUPAHUEC

damMuans 1 MOAIINUCH JINIA,
MPOU3BOJUBIIETO KOHTPOJIb
CTUpaHUS

7

8
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[Tpunoxenue 6

K [Ipukazy Ne
OT«__ » 20 T.
Tunosast popma
JKypHaJIa yueTa BbIJauu rmaposien mojaszoBarensiMm AC
KYPHAJI
ydeTa BbIIa4u napoJei nojn3oparejasim AC
Ne |Perucrpauvionnsiit|  Krto nmomyunn (pamuinus, Kro Beian (pamumnus, [Hara
/1| (Y4eTHBIN) HOMED WHUIIHAIbI, [T0/ITUCh) WHUIIHAIIBI, TTIOJITUCH) BbIJIaYU
1 2 3 4 5
Mecrto
S Hara | Kro npunsn (pammius, | MecTto xpaHeHus, Ne akra 06
2
Clayd | WHUIMAIbI, MOANUCH Ne neuatn UYTOKCHUH
Ne newatn g B > 1102 ) yH
6 7 8 9 10
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[Tpunoxxenue 7
K [Ipukazy Ne
OT« __ » 20 r.

Tunosast popma
KypHaJIa yueTa BbIa4H UICHTU(UKATOPOB mob3oBaresiv AC

KYPHAJI
yueTa BbIIa4u HIeHTUPUKATOPOB nojb3oBareaam AC

K10 OV Kro BBIIAN
Ne Tun Ne APM, i (pammnus, [Hara
(bamumnus, HUITUATIBI
I/m | uaeHTu(uUKaTopa | MoapaszeieHue HoAHCY) MHUIUAJIbI BBIJIAYU
! MOJIIHCB)
1 2 3 4 3) 6

Mecto xpanenus,| [ata | Kro npussn (pamunus, HHUIHAIBI

Mecto xpanenusi, Ne neyatu
Ne meyatn caadu TIOJIITUCH)

7 8 9 10
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OT « »

[Tpunoxenue 8
K [Ipukazy Ne
20 T.

Tunosast popma

YKYpHaJIA TIEPHOIMIECKOTO TECTUPOBAHUS CPEACTB 3alTUTHI UH(POPMAIIUH

KYPHAJI
NePUONYECKOr0 TECTUPOBAHMS CPEACTB 3alUThHI HHGOPMAIIUT
damMuis 1 MO IKUCH
HaumenoBanue
OTBETCTBEHHOI'O
No | cpenctBa 3amuThl [PeructpanmoHHble HOMEpa Hara
MOJIb30BATEIA,
n/m | uHbOPMAIIH OT C3U ot HC/] TECTUPOBAHHUS
HCJT MIPOBO/IUBIIIETO
TECTUPOBAHUE
1 2 3 4 5

HCIIOJIB3YEMBIC CPEACTBA JJIA

HanmeHnoBaHMe TecTa,

IIPOBCACHUA TECTA

Pesynprar TectupoBaHus
(ycnemHblii/HeyCIenHbIN ),
KOMMEHTapHil

Hara ouepeaHoro
TECTUPOBAHUS
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TunoBas (opma

[Tpunoxenne 9
K [Ipukazy Ne
OT« __ » 20 T.

Hasia yuera HemraTHbix cuTyanuii UCI/IH, BeImoaHeHHs TPOGUIAKTHIECKUX PA0OT
2
YCTaHOBKH U MOJAM(UKAIIMK TPOTPAMMHBIX cpesicTB Ha kKommnbroTepax MCII/Ix

KYPHAJI

yuera HemrraTHbIX cutyaunii UCII/IH, BbInotHeHUs NpoduIakTHYECKHX padoT,
YCTAaHOBKH M MOAH(UKAIMM NPOrPaMMHBIX cpecTB Ha komnbloTepax UCI/In

Ne Jlara Kpatkoe onucanue BeinosHeHHO# padoTel | DPUO ucnonaureneit u ux
n/m (HemTaTHON CUTyaIuN) MOJIUCH
1 2 3 4
®HO 0TBETCTBEHHOTO 3a
Tloamuce cnenmanucTa no [Tpumeuanue

skcrutyaramuio [I1I9BM,
IIOOITUCH

3amuTe HHPopMaIun

(ccpuika Ha 3asBKY)

5

6

7
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[Tpunoxenne 10

K [Ipukazy Ne
OT« __ » 20 1.
TumoBas popma
JKYPHaJIA ITIPOBEPOK IIEKTPOHHBIX )KYPHAIOB
KYPHAJI
NPOBEPOK IIEKTPOHHbIX )KYPHAJIOB
Ne Hara HanmenoBanue APM, BroisiBneHHbIe HapylieHus TpeOoBaHUM
/Tl | MPOBEPKH | TEXHUYECKOTO CPECTBA 0€30MacHOCTH, HEIITATHBIE CUTYaLlUU
1 2 3 4
HanmenoBanue
ITomnuce

IIPOBEPSAEMOTO IIpumeyanue

aMUHHUCTpaTOpa OE30MaCHOCTH
KypHaIa

5 6 7
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[Tpunoxxenne 11
K [Ipukazy Ne
OT« __ » 20 T.

HOPMATHUBHO-METOAUYECKAS BA3A
[Tpu 0OpaboTke KoHpHUIEeHIIMATEHON HHPOpMAaIH (TI0 00eCTIeYeHNI0 OE30MTaCHOCTH
WH(GOPMAIINN) C UCTIOIB30BAHUEM CPEJICTB BHIYHCIUTEIBHON TEXHUKI

JokTtpuna wHpopMannoHHONH Oe3omacHoCTH Poccuiickoit Denepanuu, yTBEpKICHA
[Ipesunentrom Poccuiickoit denepammu ot 9 centsiops 2000 roma Ne [1p-1895;

Oenepanpubiii 3akoH oT 8§ aBrycra 2001 roma Ne 128-®3 «O nuieH3upOBaHUU
OTJIENbHBIX BUJIOB AEATEILHOCTIY;

®enepanbhblil 3akoH 0T 10 suBaps 2002 roga Ne 1-®3 «O06 31ekTpoHHON 1MPPOBOI
MOATIHCHY;

Vxa3 Ilpesunenta Poccuiickoit ®enepaunu ot 30 mas 2005 roma Ne 609 «O6
yrBepkaeHUH [lonoxkeHus: O MepCOHATbHBIX JaHHBIX TOCYAAPCTBEHHOTO I'PAXKIAHCKOTO
cinyxamero Pocculickoit @enepanuy 1 BEICHUH €T0 JIMYHOTO JEIIay;

@Oenepanbhblii 3akoH oT 27 wutonst 2006 roma Ne 149-03 «OO6 wunHpopmanum,
MH(OPMALIMOHHBIX TEXHOJIOTUSAX U O 3alUTE UHPOPMAIII;

®enepanbHbii 3ak0H OT 27 nroisa 2006 roga Ne 152-D3 «O nepcoHAIbHBIX JaHHBIXY;

[TocranoBnenue IlpaButensctBa Poccuiickoit denepaunu ot 15 aBrycra 2006 roma
No 504 «O nuneH3upoBaHUM JEATEIHHOCTH IO TEXHUYECKOW 3amuTe KOH(GUISHIIUATBLHOMN
uHpopMaLUny;

Vka3 IIpesunenta Poccuiickoit @enepanuu ot 17 mapra 2008 roma Ne 351 «O mepax
mo obOecreyeHuto uHopmanmoHHOW  Oe3zomacHocTH  Poccmiickoit  denmeparuun  npwu
UCIOJIb30BAHUK  WH(GOPMAIMOHHO-TEJIEKOMMYHUKAIMOHHBIX ~ CETEH  MEXIyHapOJHOTO
MH(POPMAITMOHHOTO 0OMEHAY;

[TocranoBnenue IIpaButennbctBa Poccuiickoit @eaepannu ot 6 urona 2008 roga Ne 512
«O0 yTBepxaeHUN TpeOOBaHUM K MaTEpPUATILHBIM HOCUTENIIM OMOMETPHUUECKUX MepCOHAIBHBIX
JAHHBIX W TEXHOJIOTUSAM XpPAaHEHUS TaKUX JaHHBIX BHE MHQPOPMAIIMOHHBIX CHCTEM
MEePCOHAIBHBIX JTAaHHBIX);

[TocranoBnenue IlpaButensctBa Poccuiickoit denepanuu ot 15 centsaops 2008 roga
No 687 «O6 yrBepxknenun [lomoxxeHuss 00 0COOEHHOCTSIX 00paOOTKU MEPCOHAIBHBIX JTaHHBIX,
OCYILIECTBIIsIEMOi1 0€3 NCIOJIb30BaHUs CPEJCTB aBTOMATU3ALIUN Y,

CrneuuanbHple  TpeOOBaHUST W pPEKOMEHJALUMKM 1O  TEXHUYECKOM  3amure
koHpuaeHManpbHOU nHpopMmaruu (CTP-K), DCTIK Poccuu;

[Mpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxknenuu TpedoBanuii o
3amuTe WHGOpPMALMU, HE COCTaBISIOUICH TOCYIapCTBEHHYIO TailHy, cojep)Kalleics B
roCyIapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAaX);

[Mpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO6 yrBepxkaenun CocrtaBa H
COJIEp’KaHUs OPraHU3alMOHHBIX W TEXHMYECKUX Mep Mo olecrneueHuto 0e30MmacHOCTU
MEPCOHANBHBIX JAHHBIX MpU MX 00paboTke B MHPOPMAIMOHHBIX CHUCTEMAaX MNEPCOHAIBHBIX
TAHHBIX);

[TocranoBnenue IlpaButensctBa PD ot 01.11.2012 Ne 1119 «O6 yrBepxkaeHun
TpeOOBaHMU K 3alllUTe MEPCOHANBHBIX MaHHBIX TpU UX 00paboTke B HHPOPMAIMOHHBIX
CUCTEeMaXx MePCOHANBHBIX JAHHBIXY,

ITocranoBnenue IIpaBurensctBa PP ot 03.03.2012 Ne 171 «O nuueHsupoBaHuu
NEATeNbHOCTH MO0 pPa3paboTKe W MPOU3BOJICTBY CPEJICTB 3aLIUThl KOH(PUJICHIHAIBHOM
uHbopMaLIUnY;

[TocranoBnenue IlpaBurensctBa P® ot 03.02.2012 No 79 «O nuueH3upoBaHUU
JEeSITeNFHOCTH 110 TEXHUYECKOU 3aluTe KOH(DUASHIINATIbHON HHpOpMAIny,

[Tocranosnenue IIpaBurensctBa PO ot 21.03.2012 Ne 211 «O06 yTBepkIeHUH HepeuHs
Mep, HalpaBJIEHHBIX Ha OOecreueHHe BBINMOJHEHUS OO0S3aHHOCTEH, MpPeayCMOTPEHHBIX
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®enepanbHbIM 3aKOHOM «O MEpCOHAIBHBIX JAHHBIX» U NPUHATBIMU B COOTBETCTBUM C HUM
HOPMAaTUBHBIMH IPAaBOBBIMM AKTAMM, OIEPATOpPaMH, SIBJISIOIIMMUCSA T'OCYIAapCTBEHHBIMU HWIIH
MYHHULMIIAJIBHBIMU OpraHaMuy;

[Tpuxkazs POCKOMHA/JI30OPA ot 05.09.2013 Ne 996 «O06 ytBepkaeHUN TpeOOBAaHUN U
METOJIOB 0 00E3TMYNBAHHIO MTEPCOHABHBIX TAHHBIX));

bazoBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe B
MH(POPMAIMOHHBIX CHCTEMax rnepcoHanbHbIX TaHHbIX, DCTOK Poccun;

Metoiuka onpesieleHns aKTyalbHbIX YIP03 0€30MaCHOCTHU [IEPCOHANBHBIX JaHHBIX MpU
X 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX MepcoHaNbHBIX NaHHBIX, DCTOK Poccun;

Metouyeckie pEeKOMEHJALUU 10 OO0ECIEYEeHUI0 C IOMOIIbI KPUIITOCPEACTB
0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX TPH UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMax
MEePCOHANBHBIX TAHHBIX C UCTIOJB30BaHHEeM cpeacTB aBTromartusaiuu, ®Ch Poccuu;

Tunosble TpeboBaHMs 1O OpraHu3alMd U O00ECHeYeHHI0 (PYHKIHOHUPOBAHUS
muppoBaIbHBIX  (KpUNTOrpaUyuecKkux) CpeiacTB, MpPEAHA3HAUYEHHBIX  JUISl  3alllUThI
nH(pOpMaIuK, HE COJEpKallel CBEICHUM, COCTABISIOMINX TOCYJApCTBEHHYIO TallHY B Cilydae
WX UCTIOJIb30BaHUs JIsl o0ecreueHus: 0€3011acCHOCTH TTEPCOHANIBHBIX IAHHBIX MPU UX 00paboTKe
B MH(OPMALMOHHBIX cUcTeMax nepcoHanbHbIX JaHHbIX, @CB Poccuu;

[lonoxenne o pa3paboTke, TMPOM3BOJACTBE, pealM3alul U  IKCIUTyaTalluu
mdpoBabHBIX (KpunTorpaduueckux) cpeacts 3aumthl nHGopmarmu (ITK3-2005);

[lonoxenne o cepTuduUKaUKU CPENCTB 3aUIUTHl HHGOPMAUUU MO TpeOOBaHUSIM
Oe3omacHOCTH HWH(pOpPMAaLMK, YTBEPXKACHHOE TMpPUKa30oM Ipeacenartens [ocTtexkoMuccuu
Poccum ot 27.10.1995 Ne 199;

[lonoxenne mo arrecranuu OOBEKTOB HMH(OpMATH3aMK 1O  TpeOOBaHUIM
Oe3omacHOCTH MH(pOpMaIMK, YyTBEep)KIeHHOoe mpencenareneM I'octexxkomuccun Poccun
25.11.1994;

HNHcTpykius o0 opraHu3anuu U 00ECIIeYeHUH XpaHEeHHs, 00pabOTKH M Tepeaadu Io
KaHajlaM CBSI3M C MHCIOJIb30BAaHUEM CPEACTB KPUNTOrpapUuUecKO 3amuThl UHPOpPMALUU C
OTPaHUYEHHBIM JOCTYIIOM, HE COJepXkalleil CBEIEHUH, COCTABIIAIOIIMX T'OCYAAPCTBEHHYIO
taiiny, npukaz ®AIICH ot 13 utons 2001 roga Ne 152;

[Ipukaz ®Cb Poccum ot 10 wmroms 2014 r. N 378 «O6 yrBepxknenun CocrtaBa u
COJepKAaHUA OPraHU3ALMOHHBIX M TEXHHMUYECKUX Mep IO 00ecneueHuro Oe3011aCHOCTH
NEePCOHAIBHBIX JAHHBIX MPH HUX 00paboTKe B MH(POPMALMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX
JAHHBIX C  HUCHOJb30BAHWEM CPEACTB  KpUNTOrpapUuecKod 3amuThl  MHPOpMaLUH,
HEOOXOJUMBIX /ISl BBINOJIHEHUs yCTaHOBJIEHHBIX llpaButensctBoM Poccuiickoit denepanuu
TpeOOBaHUH K 3aIUTE NEPCOHATBHBIX JAHHBIX ISl KQXKJI0TO U3 YPOBHEH 3aILUILEHHOCTH;

P/l. ABTOMaTU3UpOBaHHbIE CUCTEMBI. 3allUTa OT HECAHKLMOHHPOBAHHOI'O JOCTYyINa K
uHpopmanuu. Knaccupukanuss aBTOMAaTH3UPOBAHHBIX CHUCTEM M TpeOOBaHUS IO 3aluTe
nHdpopmanuu (I'ocrexxkomuccus Poccun, 1992);

P/l. CpeacrBa BBIUMCIUTENBHON TEXHUKH. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO JI0CTyIa
K uHpopmarmu. Iloka3arenu 3alIMIIEHHOCTH OT HECAaHKLMOHMPOBAHHOIO JOCTyNa K
nHdpopmanuu (I'ocrexxkomuccus Poccun, 1992);

COOpHMK HOPMAaTHMBHO-METOJMYECKUX JOKYMEHTOB IO TEXHMYECKOM  3alure
uHbOpMallMd B BOJIOKOHHO-ONTHYECKHX CHCTEMax Nepefadyd, YTBEp)KJICHHBIH NpHUKa30M
OCTOK Poccun ot 5.11.2005 Ne 448;

I'OCT P 50922-2006. 3ammra uHopmManuu. OCHOBHBIE TEPMHMHBI U OIpE/EIICHUS.
Tl'occranmapr Pocenn;

I'OCT 29339-92. 3amwura wuHPOpPMALUMM OT YTEYKH 3a c4YeT MOOOYHBIX
AJIEKTPOMArHUTHBIX M3JIy4E€HHH M HABOJOK IpHU ee 00paboTKe CpelCTBAMH BBIYMCINUTEIBHON
TeXHUKU. OO0IIKe TeXHUYECKHe TPeOOBaHNUS;

I'OCT P 50752-95. NudopmamoHHas TEXHOJIOTHS. 3auTa HHPOpPMaIul OT YTEUKH 32
CUeT TMOOOYHBIX DJEKTPOMArHUTHBIX M3JIydeHUH Tmpu ee o00paboTke cpencTBamu
BBIUHCIIUTENBHON TEXHUKHU. METOABI HCTIBITAHUI;
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I'OCT P 51583-2000. 3amura nadopmanuu. [lopsaaok co3naHust aBTOMaTU3UPOBAHHBIX
CHCTEM B 3aIIUIICHHOM UCHOJIHEHUH. OOIIUE MMOJI0KEHMS;

I'OCT P 51624-2000. 3ammra wHbOpManuu. ABTOMATH3MPOBAHHBIE CHUCTEMBI B
3anuIeHHoM uenosHeHnu. O0mue TpeboBaHmMs;

I'OCT PO 0043-003-2012 «3amurta wuHpOpMAIWH. ATTectanmus OOBEKTOB
nHpopmaTuzanuu. OOIIUE MOIOKEHU,

I'OCT PO 0043-003-2012 u T'OCT PO 0043-004-2013 «3amuta wuHbOpManuy.
Attectauus 00bekToB uH(popMaruzauuu. IIporpaMmmMa U METOAMKM aTTECTAllMOHHBIX
HUCTIBITAaHUN,

PZI. 3ammrta OT HECAHKIMOHHUPOBAHHOTO JocTyna K uHpopmarmu. Yacte 1.
[Iporpammuoe obecriedeHrne cpencTB 3ammTbl nHGopmanuu. Kimaccudukamusi 1mo ypoBHIO
KOHTPOJISl OTCYTCTBUS HEEKJIapUpOBaHHBIX Bo3MoxkHocTel (['octexkomuccust Poccun, 1999);

PJI. Konuenmus 3ammTel CPEACTB BBIYMCIUTEIBHON TEXHUKA M aBTOMATU3UPOBAHHBIX
CHCTEM OT HECAaHKIIMOHMPOBAHHOTO focTyna Kk nHpopMauuu (I'ocrexkomuccust Poccun, 1992);

P/I. 3amurta OT HECAaHKIMOHHPOBAHHOIO JOCTyna K HHQopMmanuu. TepMuHB U
onpenenenus (I'ocrexxomuccust Poccun, 1992);

PJI. CpenctBa BBIUYMCIUTEIBHOW TEXHUKH. MEXKCETEBbIE OSKpaHbl. 3amura OT
HECaHKIMOHUPOBAHHOTO JocTyna K uHpopmanuu. [lokazarenu 3aluIIEHHOCTH OT
HECaHKIMOHUPOBaHHOTO JocTymna K nHdopmaruu (I'octexkomuccust Poccun, 1997);

PJI. besomacHoCcTh MHPOpPMAIIMOHHBIX TexHOJOTHNA. Kputepun omeHkH 0€30macHOCTH
MH(OPMALIMOHHBIX TEXHOJOTUH, YTBEPXKICHHBIH MpPHUKa30oM Mpezceaarens [ ocTeXkoMuccuu
Poccum ot 19.06.2002 Ne187.



